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SAE International Journal of Connected and Automated Vehicles furthers the state of the art of engineering research by promoting 
high-quality theoretical and applied investigations in the arena of connected and autonomous vehicles (CAVs) in on-road, 
off-road, and aerial operational environments. The enormous growth in numbers, diversity, and complexity of CAVs has been 
driven by: (i) enhancements of fundamental scientific understanding; (ii) technological convergence of computing, communica-
tion, and miniaturization; and (iii) increased scale and complexity of tangible embodiments and engineering implementations 
at the component-, subsystem-, and system-levels.

The Journal seeks to further these goals by publishing peer-reviewed scientific papers that showcase strong theoretical 
and empirical contributions and findings to the body of engineering knowledge surrounding various facets of the lifecycle 
treatment (design, modeling, controlling, testing, demonstration, and experimentation) of connected and automated vehicles 
with an emphasis on the system perspective.

Topics of interest include, but are not limited to, the following within the overall CAV system context: 

Technologies
•• Active perception architectures and implementations 

(radar, vision, lidar) for CAVs

•• Sensors, sensor fusion (infrastructure and vehicle-based) 
for CAVs

•• Vehicle design, analysis, and control enhancements for 
CAVs

•• Electrification/vehicle electronics architectures and 
implementations for CAVs

•• Communication architectures and implementations 
(V2x) for CAVs

•• Real-time computational paradigms and architectures 
(AI, model-based) for CAVs

•• Novel actuation paradigms (structural control, 
reconfigurable systems) for CAVs

Cyber-enabled System Capabilities
•• Big data analysis, cloud computing architectures

•• Vehicle navigation and situational awareness

•• Fault detection and diagnosis, fault tolerant control

•• Cybersecurity and cyber-enhanced security

•• Active- and semi-active connected and automated vehicle 
control (adaptive, fuzzy, cooperative, neuro, emergent 
paradigms)

•• Hybrid simulation- and empirical-testing paradigms 
(model-in-the-loop, hardware-in-the-loop)

Human-in-the-loop Element
•• Active vehicle safety architectures (occupant, pedestrian) 

•• Human machine Interaction design (driver- and 
controller-interfaces)

•• Varying grades of driver-assistance systems

•• Psycho-social facets of shared control (trust, variability)

Subsystem and System Engineering Frameworks
•• Automated Guided Vehicles (AGVs)

•• Multi-vehicle cooperation, connected vehicles, platooning

•• Platooning and fleet management

•• Reproducible testing and validation architectures and 
paradigms

•• Noise, network failure, faults, reliability analysis

•• Application use cases (warehousing, x-docking, mining, 
agriculture, military)



Editor
Venkat Krovi, Ph.D., FASME, Michelin Endowed Chair Professor of Vehicle Automation, Clemson University—International 
Center for Automotive Research

Associate Editors
Saeed Barbat, Executive Technical Leader for Safety, Ford 

Motor Company, USA
Madhur Behl, Computer Science, Systems and Information 

Engineering, University of Virginia, USA
Sourabh Bhattacharya, Mechanical Engineering, Iowa State 

University, USA
Hoseinali Borhan, Cummins, Inc., USA
Zachary Doerzaph, Virginia Tech Transportation Institute, 

USA
Terry Fruehling, Electrical Systems Engineer & ISO 26262 

Specialist, Functional Safety Solutions (Encore Semi Inc.), 
USA

Valentin Ivanov, Technische Universität Ilmenau, Germany
Ken Kang, Honda R&D Americas, Inc., USA
Ashoka Kumar, Consultant for Tata Motors- Powertrain 

Electronics Integration, USA
Robert Lange, Principal, Exponent, Engineering and 

Scientific Consulting, USA

Dongjun Lee, Seoul National University, Republic of Korea
Scott Moura, Civil & Environmental Engineering, University 

of California, Berkeley, USA
Eric Nutt, Mandli, USA
Abdel-Ra’ouf Mayyas, Automotive Engineering/ Polytechnic 

School, Arizona State University, USA
Muthuvel Murugan, U.S. Army Research Laboratory, USA
Benjamin Saltsman, Magna International, USA
Prof. Dr. Daniel Watzenig, Automated Driving at the 

Institute of Automation and Control, Graz University of 
Technology, Austria

Guoyuan Wu, Center for Environmental Research and 
Technology (CE-CERT), University of CA,  
Riverside, USA

Kevin Quanzhong Yan, Chrysler Technology Center, FCA US 
LLC, USA

Hui Zhang, School of Transportation Science and 
Engineering, Beihang University, China 



	 1

contents

Previously Published SAE International 
Journal Articles: 

Situation Awareness, Scenarios, and 
Secondary Tasks: Measuring Driver 
Performance and Safety Margins in 
Highly Automated Vehicles. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 5

Madeleine Gibson, John Lee, Vindhya Venkatraman, 
Morgan Price, Jeffrey Lewis, Olivia Montgomery, 
Bilge Mutlu, Joshua Domeyer, and James Foley

Markov Chain-based Reliability Analysis 
for Automotive Fail-Operational Systems. .  .  .  13

Andre Kohn, Rolf Schneider, Antonio Vilela, 
Udo Dannebaum, and Andreas Herkersdorf

Potentials for Platooning in U.S. Highway 
Freight Transport . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 23

Matteo Muratori, Jacob Holden, Michael Lammert,  
Adam Duran, Stanley Young, and Jeffrey Gonder

A Balanced Approach for Securing the 
OBD-II Port. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

Tom R. Markham and Alex Chernoguzov

SmartDeviceLink as an Open Innovation 
Platform for Connected Car Features 
and Mobility Applications . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  41

Jeffrey Yeung, Omar Makke, Perry MacNeille, 
and Oleg Gusikhin

© 2018 SAE International.  All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by any 
means, electronic, mechanical, photocopying, recording, or otherwise, without the prior written permission of SAE.

Journal article lead editors are underlined and contributing editors are in italics.





The following are previously published SAE 
International journal articles that serve as 

examples of the type of papers you will see 
in upcoming issues of the 

SAE International Journal of Connected and 
Automated Vehicles





	 5

ARTICLE INFO
Article ID: 2016-01-0145
Copyright © 2016 
SAE International
doi:10.4271/2016-01-0145

History
Received:	 20 May 2016
Published:	 05 Apr 2016

Citation
Gibson, M., Lee, J., 
Venkatraman, V., Price, M. 
et al., “Situation Awareness, 
Scenarios, and Secondary 
Tasks: Measuring
Driver Performance and 
Safety Margins in Highly 
Automated Vehicles,” 
SAE Int. J. Passeng. Cars 
– Electron. Electr. Syst. 
9(1):2016,
doi:10.4271/2016-01-0145.

ISSN: 1946-4614
e-ISSN: 1946-4622

Situation Awareness, Scenarios, and 
Secondary Tasks: Measuring Driver 
Performance and Safety Margins 
in Highly Automated Vehicles

Madeleine Gibson, University of Wisconsin

John Lee, Vindhya Venkatraman, Morgan Price, Jeffrey Lewis, Olivia Montgomery, and 
Bilge Mutlu, University of Wisconsin

Joshua Domeyer and James Foley, Toyota Technical Center USA, Inc.

Abstract
The rapid increase in the sophistication of vehicle automation demands development of evaluation 
protocols tuned to understanding driver-automation interaction. Driving simulators provide a safe 
and cost-efficient tool for studying driver-automation interaction, and this paper outlines general 
considerations for simulator-based evaluation protocols. Several challenges confront automation 
evaluation, including the limited utility of standard measures of driver performance (e.g., standard 
deviation of lane position), and the need to quantify underlying mental processes associated with 
situation awareness and trust. Implicitly or explicitly vehicle automation encourages drivers to 
disengage from driving and engage in other activities. Thus secondary tasks play an important 
role in both creating representative situations for automation use and misuse, as well as providing 
embedded measures of driver engagement. Latent hazards-hazards that exist in the road environ-
ment and merit driver attention, but do not materialize to require a driver response-have been 
used with great success for understanding the vulnerability of novice drivers. Latent hazards might 
provide a similarly useful index of driver attention to the road during periods where the automation 
is vulnerable to failure. With highly automated vehicles, latent hazards include potential roadway 
threats that might not be sensed by the automation and would require driver attention. This paper 
describes driving simulator scenarios used to operationalize automation-relevant latent hazards, 
secondary tasks tuned to index driver disengagement from the driving task, and measures that 
reflect safety margins rather than driving performance, such as drivers’ trust, situation awareness, 
and expected time to transition to manual control.
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Introduction

Sophisticated technology is already active in vehicle 
control. Driver assistance systems support lane keeping, 
parking, speed maintenance, blind spot monitoring, 

and they also enhance night vision and detect driver impair-
ment. In general, the potential safety benefits of these safety 
systems and automated vehicles are promising; however, real-
izing this promise depends on carefully coordinating driver 
and vehicle behavior. As vehicles become more capable, this 
coordination can break down if the drivers’ role is not clear.

Types and Levels of 
Automation
The types and levels taxonomy of automation [1,2] describes 
how different sets of activities can be allocated to the auto-
mation and to what degree. For each stage of information 
processing from perception to control, levels of automation 
can range from none to complete. Taxonomies that guide 
design of vehicle automation [3,4] share some similarities 
with the types and levels taxonomy: at one extreme the driver 
does everything and at the other the automation takes full 
control. The National Highway Traffic Safety Administration 
(NHTSA) and the Society of Automotive Engineers (SAE) 
define Level 1 vehicle automation as those that perform one 
primary vehicle control function - either steering or speed 
maintenance, while the driver performs the others, monitors 
the roadway, and remains fully responsible for safe vehicle 
control. Such automation is available in many vehicles today, 
for example, where the driver steers manually and engages 
cruise control. In NHTSA and SAE Level 2 automation, 
the automation performs at least two primary controls, for 
example both steering and speed maintenance. The driver is 
responsible for monitoring the roadway and should be ready 
to take-over control of the vehicle at any time [3]. Level 3 
automation, from both NHTSA and SAE definitions, assigns 
higher capability to the automation, where the vehicle automa-
tion monitors the roadway and performs the primary control 
tasks; however, the driver may be expected to occasionally take 
control of the vehicle when the roadway demands exceed the 
capacity of the automation. The crucial concern for Levels 2 
and 3 automation is the potential driver confusion regarding 
whether the driver or the automation is primarily responsible 
for driving. NHTSA Level 4 and SAE Level 4 and Level 5 
represent automation that can handle all driving situations 
and requires very limited control input from the driver.

Both Level 2 and Level 3 automation require some amount 
of driver attention to the roadway, either continuously, at 
critical moments, or during transitions between levels of 
automation. Attention to the road for monitoring, compared 
to attention for control, leads to longer response times and 
less effective responses [5, 6, 7]. Perception for control involves 
visual, cognitive, and proprioceptive engagement that is 
coupled to drivers control inputs and the expected outcomes. 
Activating vehicle automation can sever the perception-action 

loop and transform the driver from a controller to a monitor. 
As a monitor, a driver is on or out of the control loop rather 
than in the control loop [8,9]. Being on the control loop implies 
the driver is not perceiving the vehicle and roadway state to 
control the vehicle, but is actively monitoring the vehicle and 
roadway state to ensure the automation is controlling effec-
tively. With automation that assumes control of steering and 
speed, drivers might easily disengage from monitoring and 
slip from on the loop to out of the loop [10].

Drivers might even think of driving as a distraction from 
other activities [11], and vehicle automation might be seen as 
a means of disengaging from driving, even when doing so 
violates the capabilities of the automation and compromises 
safety. Therefore, a major consequence of increasing automa-
tion might be the drivers’ willingness to switch attention to 
non-driving tasks.

The evolving role of drivers in the context of automated 
driving and the additional activities drivers engage in present 
new challenges for evaluating how drivers work with the 
automation. Specifically, there are no standard scenarios 
and measures to evaluate joint control of the vehicle. This 
paper outlines a driving simulator evaluation protocol 
that captures driver engagement and disengagement in the 
driving task, and measures the safety margins achieved by 
drivers and automation.

Failure Modes of Driver-
Automation Interaction
Central to assessing driver interaction with highly auto-
mated vehicles is the need to anticipate and test for likely 
failure modes. Risk analysis typically identifies failure 
modes associated with the mechanical, electronic, and 
software elements of systems and works to assure those 
risks remain below an acceptable level. Such risk estimates 
assume that drivers provide an additional safety margin, 
compensating for failures of the technology and other 
sources of unanticipated variability. This assumption is not 
always justified. Just as technology has failure modes, so do 
drivers and these failure modes should be assessed as part 
of a simulator-based evaluation.

Although highly automated vehicles lack operational 
exposure that might reveal prototypical driver-automation 
failure modes, experience in other domains suggests failure 
modes that might occur with vehicle automation. A very likely 
failure mode concerns drivers confusing Level 2 and Level 3 
automation, where a critical distinction between these levels 
involves whether the driver has primary responsibility for 
monitoring the vehicle. Responsibility diffusion regarding 
whether the driver or the automation is primarily responsible 
for vehicle monitoring and control is likely a prominent failure 
mode. People are poorly suited to the role of monitoring 
automation and are prone to over trusting and neglecting 
reliable automation[12,13]. Mode confusion associated with 
whether automatic control is engaged and if so what mode of 
control has been engaged is a prominent failure mode with 
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automation in other domains and will likely affect vehicles 
equipped with combinations of Level 1, 2, and 3 automation 
[12,14, 15, 16, 17]. Operating envelope awareness, similar to 
the more degraded situation awareness that can accompany 
automation introduction, concerns awareness of the intended 
operating envelope and proximity to safety boundaries of this 
operating envelope. This failure mode will affect vehicle auto-
mation that is not intended to be used on all road types and 
in all road conditions [18, 19, 20]. Ineffective transfer of control 
represents a general failure mode that might occur during 
planned, unplanned, and unwarranted transfers of control 
from the automation to the person [17,21,22]. Unwarranted 
transfers of control are those situations where the automa-
tion sees no need for driver intervention, but the driver initi-
ates a steering or braking maneuver that might conflict with 
the automation. These automation failure modes define the 
requirements for assessing vehicle automation.

No single assessment protocol will likely address all the 
possible driver-automation failure modes. Several previous 
automated driving studies have focused primarily on the 
failure mode of ineffective transfer of control. The objective 
of these studies was to determine how quickly drivers recog-
nize and respond to safety critical events. An alert or warning 
was used to prompt drivers to regain control of the vehicle 
when the automation fails. The method for how and when 
drivers were informed of needed actions was implemented 
differently across studies. In some cases the warning time 
was varied across conditions [23,24]. Another study investi-
gated driver response to one and two step processes to indicate 
a needed take-over [25]. This study also manipulated how 
drivers were alerted to the automation failure. The primary 
measure for these studies was the reaction time to begin 
the take-over process. Other driving performance metrics 
included minimum headway to lead vehicle, standard devia-
tion of steering wheel position, and standard deviation of road 
offset (distance from the centerline of the road) for evaluating 
performance once the driver gained control.

Although many studies have focused on how and when 
control is traded, other automated vehicle studies have consid-
ered mode confusion failures and responsibility failure modes. 
These studies have examined driver behavior across different 
levels of automation. For example, manipulating the levels 
of automation (manual/fully automated) and traffic density 
(high/low) and drivers’ willingness to overtake slow moving 
vehicles, management of car following, and secondary task 
engagement [26]. Similarly, drivers’ response to automation 
was compared to an initial manual baseline condition [27]. 
When drivers experienced increasing levels of automation (i.e., 
lateral or longitudinal control followed by full automation) 
they were more willing to focus attention on secondary tasks 
as automation capability increased.

The following sections outline a protocol for addressing 
failure modes of responsibility diffusion, mode confusion, 
and operating envelope awareness. Another protocol is 
needed to address ineffective transfer of control. We describe 
latent hazards as an important element of driving simulator 
scenarios, secondary tasks as a central component of driving 

highly automated vehicles, and measures of safety margin, 
rather than driver performance, as a critical indicators of 
resilience in the face of driver-automation failure modes.

Driving Simulator Protocol
Driving simulators are usually composed of the following 
elements: cabs, computers and electronics, vehicle dynamics, 
scenario, and task environment [28]. Driving simulators have 
increasingly become a widely used and accepted tool for trans-
portation human factors research due to the several advan-
tages. One major advantage is the safe environment driving 
simulators provide to understand basic human limitations 
and driver behavior in safety critical events. For example, in 
distracted driving studies, experimenters can evaluate inve-
hicle systems through driver engagement in secondary tasks 
in situations that would be dangerous on the road. Similarly, 
design of vehicle automation and in-vehicle technologies can 
be evaluated without the risk inherent in on-road and test 
track evaluations. Another advantage of driving simulators 
is the controlled environment. Each participant is exposed 
to identical driving scenarios, eliminating confounding vari-
ables such as weather or traffic found in naturalistic driving 
environments. Roadway conditions and other vehicle behav-
iors can be specified for the duration of the experiment. Lastly, 
driving simulators allow for drivers to experience many test 
conditions in a short time [29]. During a single study session, 
drivers can experience many road situations that might take 
hours or months to occur in naturalistic driving.

Although choosing the correct methods for conducting 
research is important, it is equally, important is choosing 
driving performance metrics that are sensitive to automa-
tion failure modes. Measures used to assess driver distraction 
with manual driving have included speed, vehicle following 
(headway), lane keeping, steering wheel metrics, event detec-
tion, response times, and subjective ratings. However, these 
measures do not consider joint performance of the driver and 
automation, such as when the driver is no longer in control of 
the vehicle’s primary functions. With automated driving, the 
driver’s role changes from being directly engaged in control 
to that of a monitor.

Drivers with automation need to be considered part of a 
joint cognitive system, with the unit of analysis moving from 
that of the driver to the driver-vehicle combination. Therefore, 
measures of driver performance should not focus simply on 
the driver, but on the joint performance of the automation 
and the driver. Furthermore, because vehicle automation 
can achieve very high levels of driving performance (e.g., 
maintain a fixed speed precisely) safety margins are more 
relevant. A major challenge is to measure safety margins that 
are maintained by the driver across different levels of automa-
tion and in response to a range of roadway situations. More 
specifically, this involves measuring driver awareness of the 
automation capability and driver adaptive capacity relative 
to automation limits.
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Situation awareness and trust in automation are impor-
tant indicators of drivers’ adaptive capacity. Situation aware-
ness is defined as “the perception of the elements in the envi-
ronment within a volume of time and space, the comprehen-
sion of their meaning, and the projection of their status in 
the future” [30]. The first component of situation awareness 
(SA) has been measured as attention allocation [31], and can 
be estimated by drivers’ glance behavior to road situations 
that might challenge the automation. Trust is an attitude that 
the automation will achieve the drivers’ goals [32], and could 
be indicated by the degree to which drivers engage in non-
driving tasks, neglect the roadway, and keep hands and feet 
away from the controls.

Latent Hazards to Assess 
Situation Awareness
Latent hazards offer a promising measure of situation aware-
ness of automation. Latent hazards are possible roadway 
threats that do not necessarily develop into hazards that 
require immediate action [33]. Latent hazards have been used 
for understanding the limits of novice drivers. Novice drivers’ 
attention to potential threats differs from that of experienced 
drivers [34,35]. Attention to latent hazards is often measured 
using glance metrics. Drivers glances can be used as an indi-
cator of what the driver is attention and what information 
the driver is processing. Whether drivers gaze towards latent 
hazards can indicate whether they will anticipate the potential 
threat and are ready to act if needed [36]. Latent hazards might 
provide a similarly useful measure of driver attention to the 
road situations where automation is less capable and when the 
driver needs to resume control.

A critical consideration in using latent hazards to evaluate 
situation awareness of vehicle automation concerns drivers 
being part of a joint cognitive system consisting of the driver and 
the automation. Previous use of latent hazards has focused on 
challenges that drivers must accommodate to maintain safety. 
When automation acts with drivers to control the vehicle, latent 
hazards need to be defined in terms of situations that challenge 
the automation and might require the driver to intervene.

We have designed scenarios to reflect situations that chal-
lenge automation. These scenarios were implemented as latent 
hazards. Such latent hazards involve potential safety conflict 
situations that do not develop into active threats. However, 
drivers need to pay attention to the possibility of such hazards. 
Ideally, drivers are expected to recognize when latent hazards 
are present and be prepared to intervene to ensure safe opera-
tion of the vehicle. The hazards in our scenario do not require 
any control actions from the drivers. However, drivers can 
intervene at any point.

Figure 1 shows a drive composed of several scenarios. 
At the start of the drive, drivers manually operate the vehicle 
to merge onto the highway. When instructed, the drivers 
engage the automation, followed by one minute of baseline 
driving with the automation. A one-minute baseline period 
also occurs at the end of the scenario before switching back to 
manual control and exiting the highway. The rest of the drive 
includes five different zones. The zones are equal in distance 
and each includes one latent hazard. Latent hazards include: 
stopped vehicle on the side of the road, construction work in 
the adjacent lane, curves, emergency vehicles on the side of 
the road, and rain. The duration of the latent hazards is small 
relative to the period where the vehicle can easily accommo-
date roadway demands. For example, the construction work 
is 30 seconds in a zone of several minutes.

 FIGURE 1  Scenario layout showing a possible ordering of latent hazards over a drive.
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Measures for assessing drivers’ response to the latent 
hazards focus on glance behavior: total glance duration to latent 
hazard, frequency of glance to hazard, and time of first glance 
to hazard [33,36]. Beyond these measures, trust in automation 
might be reflected in behaviors that include moving hands 
to steering wheel, control inputs to the steering wheel, and 
foot movement towards the brake. The specific latent hazards 
considered in an evaluation depend on the design features of 
the automation. Latent hazards should represent situations 
at the edges of the operating envelope where relying on the 
automation is not appropriate or situations where drivers are 
expected to intervene in the event of an automation failure.

Secondary Task Engagement
A major motivation for developing vehicle automation and a 
major motivation for drivers engaging vehicle automation is 
the freedom such automation affords in performing secondary 
tasks. Such secondary tasks include email, social network 
interactions, and audio and video entertainment. Given the 
current engagement in secondary tasks while driving, auto-
mation evaluation should consider drivers interacting with a 
relatively engaging secondary task. In addition, secondary task 
engagement reflects drivers’ trust in the automation and their 
willingness to neglect the monitoring of the road and automa-
tion. Attention to latent hazards measure the engagement in 
the driving task, secondary task usage measures disengage-
ment from the driving task.

When selecting a secondary task to use in an automated 
driving study, it is important to choose one representative 
of the experience drivers will enjoy when using automated 
driving, such as a self-paced interaction with an information 
system. Many instances of self-paced tasks have been used 
in previous automated driving studies. These tasks include 
interaction with the in-vehicle entertainment system, eating, 
reading magazines, playing hand-held games, watching 
movies or TV shows, listening to the radio, performing 
grooming tasks, or completing word puzzles [24,26,27].

The secondary task protocol we developed consists of 
sorting emails into three categories, 1) Work, 2) Friends 
and Family, or 3) Trash, as described in Table 1. In the task, 
the driver sees a series of email subject lines displayed in a 
touchscreen application that models some basic functions 
of a common email client on a mobile device. Subject lines 
from the categories are chosen at random in a distribution of 
1:1:4 respectively.

To complete the e-mail task, drivers need to press the 
edit button in the top right corner. This button prompts 
checkboxes to appear next to the subject lines. Drivers can 
then select one or more e-mails to sort into the appropriate 
category. If the driver correctly sorts the email, the count on 
the top of the homepage is updated to reflect the total number 
of emails sorted for each category. If the email is incorrectly 
sorted, the count remains the same. On the sorting page, a 
cancel button returns that task to the homepage.

Because each subtask is comprised of several discrete 
actions that require input from the driver, the secondary task 

can serve as a surrogate for eye glance and driver engagement 
in the secondary task. To further ensure driver attention is 
directed to the task, a pop-up message appears if the task 
is inactive for more than five seconds. The message directs 
drivers to touch the screen to resume. Data are collected for 
each button press, and so the task precisely indexes driver 
engagement. Overall, this task provides an activity represen-
tative of what drivers might do in a highly automated vehicle 
and one that precisely records drivers’ task engagement.

Measures of Driver 
Performance and Safety 
Margins
Driving simulator studies often measure driver performance 
in responding to events or maintaining vehicle control. These 
measures become less relevant in understanding driver 
interaction with highly automated vehicles. With measures 

 FIGURE 2  The main display shows the four emails available 
for sorting, a header with counts of the number of emails 
correctly sorted into each category, and the edit button.
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of driving performance, the underlying assumption is that 
better driving performance corresponds to improved safety, 
which may not be the case with highly automated vehicles. 
Automation might maintain perfect control performance 
before it fails catastrophically. Because continuous measures 
of vehicle control, such as standard deviation of lane position, 
will likely fail to indicate the safety achieved by the joint 
cognitive system of the driver and automation, alternatives 
are needed.

With highly automated systems the distinction between 
performance and resilience is critical. Resilience represents 
the actions, time, and resources that enable a system to accom-
modate unexpected demands [37]. Automation often performs 
well, but is brittle, failing in the face of unexpected demands. 
Humans enhance the resilience of the system through their 
ability to adapt to the unexpected. A crucial measure is the 
degree of resilience the automation affords. This resilience can 
be measured in terms of safety margins. Safety margins reflect 
the capacity of the automation to respond to road situations 
and the response time of drivers to compensate for automation 
limitations. This response time can be estimated as a function 
of drivers’ trust in the automation and situation awareness. 
Quantifying such safety margins represents an important 
measurement challenge in assessing vehicle automation.

This paper focused on simulator-based methods for eval-
uating vehicle automation. Equally important are analytic 
methods to evaluate automation and assess potential failure 
modes. Several promising techniques have emerged to support 
formal evaluation of human-automation interaction [38, 39, 
40]. These complement simulator-based methods because the 
can uncover failure modes that might occur too rarely to be 
detected in a simulator evaluation and yet these failure modes 
might substantially undermine vehicle safety.

Conclusion
Highly automated vehicles will dramatically change the role 
of the driver. To ensure such changes enhance rather than 
degrade driving safety, an evaluation of design assumptions 
and driver-automation failure modes is needed. Driving 
simulators offer a promising approach to addressing these 
failure modes, but only if the scenarios, secondary tasks, 
and measures are tuned to the particular demands of 
vehicle automation assessment. Drivers and automation 
should be considered as part of a joint cognitive system that 
is vulnerable to new failure modes, and measures of safety 
margin rather than driving performance are most appro-
priate to ensuring these failure modes do not compromise 
driving safety.
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Abstract
A main challenge when developing next generation architectures for automated driving ECUs is to 
guarantee reliable functionality. Today’s fail safe systems will not be able to handle electronic failures 
due to the missing “mechanical” fallback or the intervening driver. This means, fail operational based 
on redundancy is an essential part for improving the functional safety, especially in safety-related 
braking and steering systems. The 2-out-of-2 Diagnostic Fail Safe (2oo2DFS) system is a promising 
approach to realize redundancy with manageable costs. In this contribution, we evaluate the reli-
ability of this concept for a symmetric and an asymmetric Electronic Power Steering (EPS) ECU. 
For this, we use a Markov chain model as a typical method for analyzing the reliability and Mean 
Time To Failure (MTTF) in majority redundancy approaches. As a basis, the failure rates of the used 
components and the microcontroller are considered. The comparison to a non-redundant system 
shows a significantly higher reliability and MTTF of the redundant approaches.
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Introduction

One of the main aspects when developing safety-related 
automotive systems is fulfilling the requirements of 
the ISO 26262 standard for functional safety. Today, 

automotive Electronic Control Units (ECUs) are able to detect 
a misbehavior and as a consequence shutdown or reboot the 
device. The corresponding fail-safe architectures are realized 
in current single-core or multi-core control units.

Due to the more complex algorithms, Driving Assistance 
Systems (DAS) can already overtake several tasks which are up 
to now handled by the driver. This will be much more inten-
sified in the future by extensive automation. But the system 
shutdown of a fail-safe architecture in a fully-automated 
vehicle will cause an uncontrollable behavior of the car. Hence, 
a redesign of the safety architecture, including the replace-
ment of fail-safe systems by fail operational approaches, is an 
important step for coming E/E architectures.

In our contribution we present a system design approach 
for a fail operational Electronic Power Steering (EPS) ECU 
which uses two subsystems based on a dual-core lockstep 
CPU each. We define a corresponding Markov chain and 
identify several failure use cases to derive the reliability of 
the EPS ECU. Furthermore, we compare the results to a 
non-fail operational system with respect to the general auto-
motive life cycle.

Related Work
Fail-operational is up to now not widely-spread in automo-
tive industry although it is not a completely new topic. An 
overview about today’s microcontroller safety architectures 
is given in previous publications [1], [2]. Furthermore, the 
authors present the 2-out-of-2 Diagnostic Fail Safe (2oo2DFS) 
architecture as an approach for fail-operational in future auto-
motive multicore systems. These contributions are the basis 
for our work in this paper.

In this context, researchers from Tsinghua University of 
Beijing analyzed different M out of N decisions concerning 
safety and reliability [3]. However, this work is a more generic 
approach and does not consider automotive systems.

A comparison of a lock-step pair, the traditional Triple 
Modular Redundancy (TMR)-spare scheme and a Duplication 
with Temporary TMR and Reconfiguration (DTTR) scheme 
can be found in [4]. The results show a reliability improvement 
of their DTTR scheme for multicore ECUs.

The focus of another related work was an approach for 
a flexible microcontroller architecture which can be applied 
for fail-safe and also fail-operational. This concept addresses 
semiconductor vendors for developing new hardware archi-
tectures considering functional safety issues [5].

A review of fault-tolerant architectures focusing on indus-
trial applications is given in [6]. The authors propose a cost 
effective lockstep platform implemented as a fail-operational 
or two fail-silent systems.

The challenges when replacing fail-safe by fail-opera-
tional in automotive ECUs is also addressed in [7]. For this, 
common fail-operational approaches such as TMR, a duo-
duplex and a hybrid concept are presented.

Reliability Basics
Generally, a technical system consists of several units which 
must not fail for a certain time to improve the reliability. 
The reliability defines the unit’s trustworthiness relating to 
a continuous functionality for a specified time. Hence, the 
reliability R of a technical unit defines the probability of 
functionality within the interval (0, t]. Another value in this 
context is the failure rate λ. This means the time-dependent 
reliability R(t) is defined as:

	
R(t) e

d
t

= ò- ll tt tt( )
0 	

Electronic components mostly have an exponential distribu-
tion for the fault rate which is represented by the so called 
Bathtub Curve.

This curve consists of three phases while the first phase 
the fault rate is much higher. The reason for this are early 
failures in the start-up at t = 0 due to manufacturing errors. 
The second phase represents the useful life of the component 
with a constant failure rate while in the end the probability for 
a failure is again higher due to component aging (Figure 1).

The assumptions of a system analysis often includes a 
faultless system at start-up which means R(0) = 1. With this 
prerequisite the following reliability function can be applied:

	
R t e t( ) = -l

	

Generally, the reliability R(t) is a degree for the continuous 
functionality of an irreparable technical unit. Hence, in the 
failure case it cannot be moved to an operating state.

A further factor for reliability analysis is the mean 
durability of a system which is represented by the Mean 
Time To Failure (MTTF) and which is defined by the integral 
on the reliability:

	
MTTF R(t)dt= ò0

¥¥

	

 FIGURE 1  Typical course for the failure rate of a 
technical unit.
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Safety-related Automotive 
Systems
The reliability of safety-related system is an essential part 
when developing ECU architectures. This means, the car must 
always be controllable to avoid hazards which might injure 
the passengers or traffic participants. Hence, the availability 
of basic vehicle functions which control the vehicle, namely 
braking and steering, must be guaranteed. But the trend 
towards more intelligent Driving Assistance Systems (DAS) 
and automated driving complicate this concern due to the fact 
that more driving tasks are handled by the vehicle instead of 
the driver. This is also confirmed by the SAE standard J3016 
which defines fives levels of driving automation [14]. The 
highest level implies a fully automated car which provides a 
full-time performance by an automated driving system even 
without driver. Hence, a mechanical fallback for braking and 
steering, e.g. the driver, is not available. As a consequence, 
these levels require a redesign of the automotive E/E and ECU 
architectures to achieve the fault tolerance required for real-
izing a fail-operational function. Typical use cases are systems 
as steer-by-wire and brake-by-wire which use a second control 
electronic instance so that functionality can temporally by 
guaranteed even in case of a failure.

Generally, safety-related automotive systems must comply 
with the requirements of the ISO 26262 which defines four 
risk classes, namely ASIL-A, ASIL-B, ASIL-C and ASIL-D. 
Moreover, the standard uses the Failures in Time (FIT) as 
a measure of the failure rate and as a measure of the prob-
ability of failure per hour. This includes the calculation of the 
failure amount in 109 hours. In this context, the ASILs require 
different FIT rates which are listed in Table 1.

Homogeneous and 
Diverse Redundancy
Fail operational systems are the main challenge of future 
E/E and ECU architectures to comply with safety require-
ments in automated cars. A key aspect for realizing fail 
operational is the implementation of either homogeneous 
or diverse redundancy.

Homogeneous redundancy means an application of two 
identical calculation instances. The advantage is a reduced 
development effort due to the same components. But the 
usage of this approach is often limited by the complexity to 

control dependent failures, especially the ones originating 
from systematic faults. This means, a systematic error affects 
all parts of a homogeneous system.

Diverse redundancy contains two or more heterogeneous 
components which do either the same or different calcula-
tions to achieve equivalent functionality. Hence, different 
algorithms or sub-architectures can be applied. Typically, 
in avionics there is homogeneous redundancy to improve 
the reliability and diversity to achieve functional safety. An 
advantage of this approach is that components can be devel-
oped by different suppliers. Furthermore, diverse hardware 
with different failure rates helps to reduce common cause 
faults which lead to system failure.

Majority Redundancy
A popular approach in redundant circuits is the so called 
Majority Redundancy which is based on an M out of N 
(MooN) decision. This means the functionality of a system 
with N components can be guaranteed if M components are 
faultless. A voter as a central unit decides which calculating 
units provide correct values. Generally, all elements are imple-
mented to guarantee the same functionality so that each of 
them has the same failure rate at runtime (hot redundancy). 
A special case of a MooN redundancy is a series connection 
(M = N) so that all elements must be faultless. In a system 
with two components this also means a higher failure rate 
and hence a lower availability. However, compared to a one-
component system, the second communication channel 
improves the system’s integrity. A disadvantage is that in 
case of different outputs if one channel fails, the correct value 
cannot be identified and the system must be shut down or 
transferred to the safe state.

An alternative approach for a fail operational architec-
ture in automotive systems is the 2-out-of-2 Diagnostic Fail 
Safe (2oo2DFS) architecture realized by two 1-out-of-1 (1oo1) 
channels with diagnostics (1oo1D). The monitoring function 
of each 1oo1D channel is capable to detect a misbehavior and 
shut down the channel thus achieving a fail silent property. 
The 2oo2DFS can be enhanced with a cross-communication 
between the two channels enabling one of the channels to 
diagnose the state of the other channel and by that takeover 
some of the functionality of the failing channel. This is of 
interest in the presence of an asymmetric software archi-
tecture where one channel comprises safety-critical func-
tions and comfort functions and the second channel safety-
critical functions and partial comfort functions in a hot 
standby mode. After a detected failure of the first channel, 
the second channel can take over partial functionality of the 
comfort functions. The same principle could be applied to 
safety critical functions at the cost of a more complex software 
architecture. An example for the 2oo2DFS architecture can 
be found in Figure 2.

Safety-related microcontrollers of the automotive industry 
often use Lockstep cores for redundant calculations in order 
to achieve the necessary level safety integrity. This feature 
allows realizing the fail safe part of the 2oo2DFS architecture. 

TABLE 1 ASIL FIT rate requirements [7].

ASIL Failure Rate
D < 10–8h–1 = 10 FIT

C < 10–7h–1 = 100 FIT

B < 10–7h–1 = 100 FIT

A < 10–6h–1 = 1000 FIT©
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In  our  contribution we apply the 2oo2DFS to a close-to-
production automotive function while we analyze the reli-
ability of a symmetric and an asymmetric 2oo2DFS system.

Redundancy as a Basis for 
Fail-Operational in Cars
Generally, redundancy respectively MooN decisions require a 
safety analysis on different implementation levels. Distributed 
redundancy on E/E architecture level means an implementa-
tion of software components on different ECUs which can be 
located in different vehicle domains. For example, a steering 
control function can be computed in an Electronic Power 
Steering (EPS) ECU and in a central DAS ECU in parallel. 
This means, the ECUs provide redundant outputs from 
different domains.

An implementation example for diverse redundancy on 
E/E level is illustrated in Figure 3.

As an alternative, homogeneous redundancy can be 
realized by using two identical ECUs, either in different 
domains or within the same domain. While diverse redun-
dancy can apply existing ECUs, the homogeneous approach 
doubles the ECU costs, packaging, weight and necessary band-
width of the communication bus.

A higher level of integration for fail operational consists 
on the implementation of the redundant sub-systems inside 
one ECU. In many domains like EPS this alternative is 
gaining momentum. Hence, an EPS ECU is an appropriate 
candidate for a concept evaluation of an ECU internal fail-
operational system.

2oo2DFS Architecture 
for Vehicles
In this contribution, we apply the 2oo2DFS approach with two 
separate microcontrollers providing two homogeneous cores 
each. Furthermore, the hardware architecture uses two redun-
dant torque angle sensors for signal capturing and forwarding 
them to the CPU. In case of a symmetric architecture, the 
dual-core lockstep CPUs are identical and use a safety power 
supply with an integrated watchdog each. This allows a safe 
and uninterruptable supply for an ASIL-D implementation. A 
three-phase driver IC with seven MOSFETs is used to control 
the motor while a rotor position sensor captures the required 
values for the microcontroller. The controller applies a CAN 
transceiver to communicate over the vehicle high-speed CAN 
bus (Figure 4).

The integrated fail-operational approach could be a basis 
for such implementations in future domain control units 
(DCUs). For a reliability evaluation of this 2oo2DFS system, 
the functions R and MTTF have to be calculated.

System Reliability of the 
2oo2 Approach using Markov 
Chains
For determining the system reliability, literature describes 
several methods while we use a Markov Chain-based model 
which is recommended and applied for many MooN decisions 
[1],[9]. Due to redundant components, the functionality of 
the fail-operational is still given even in case of an electronic 
failure. Hence, we only consider in this context irreparable 
subsystems and permanent faults. The calculation use the 
Reliability data handbook of the IEC 62380 standard and the 
Siemens norm SN29500 as a basis [11],[12]. This conceptual 
work focuses on the failure rates of the used hardware compo-
nents while possible failures based on wiring, soldering or 
temperature dependencies are not considered here.

The 2oo2DFS in Figure 4 consists of two symmetric 
or asymmetric subsystems with redundant hardware and 

 FIGURE 2  Example for a 2oo2DFS architecture.
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 FIGURE 3  Example for distributed redundancy on E/E 
architecture level.
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 FIGURE 4  Example for a fail-operational EPS system.
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software components. For simplification, we first consider a 
single subsystem with the following failure rates:

•• λ0: One core of the dual-core lockstep microcontroller

•• λ1: 3-phase driver IC for motor control

•• λ2: Safety power supply

•• λ3: Torque angle sensor

•• λ4: CAN transceiver

•• λ5: 3-phase bridge

•• λ6: Rotor position sensor

•• λ7: Motor

•• λ8: Phase splitter

The failure rate of the complete subsystem S is the sum 
of the component’s failure rates:

	
l l l l l l l l l l lS

i
i= = + + + + + + + +

=
å

0

8

0 1 2 3 4 5 6 7 8
	

The corresponding fault tree shows the series connection of 
the components so that the corresponding failure rates are 
summed (Figure 5).

In the following calculations, we differ between the failure 
rate of a microcontroller core (λC) and the summed remaining 
components (λK). With these prerequisites the Markov chain 
model for the subsystem S can be derived (Figure 6).

The starting point is the initial state Z0 which represents 
a faultless subsystem S. The system is down if exactly one 
component does not work and hence the microcontroller 
cannot read or provide correct values anymore. Furthermore, 
both cores of the microcontroller can be broken or first one 
core fails before one component does not work (absorbing 
state ZD). In case of a faultless subsystem, the probability for 

a core failure is 2λC which means either Core 1 or Core 2 fails 
(state ZC). We assume an identical failure rate for the cores 
so that we can summate them. If one core already failed, the 
failure probability for the faultless core is λC (ZC ➔ ZD). The 
Markov model in is the basis for the reliability function and 
MTTF of the subsystem:

	

R t e

MTTF

S
t

S
K C C K

K C C K( )

( )

( ( ))=

=
+ +

- + +l l l l

l l l l

2

1
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If we consider the complete system, we have to enhance the 
Markov model and the fault tree by a second subsystem. 
Hence, we differ between subsystem A and subsystem B which 
form a parallel connection with equal constraints. This results 
in a combined parallel and series connections (Figure 7).

If the system is in the initial state Z0 and one of the 
components fails, it changes with failure rate λAK to the state 
ZAD, respectively with λBK to the state ZBD. In this case, we 
assume that nor sensor signals can be read neither actors can 
be controlled anymore and one of the subsystems is down.

A further change of state from Z0 to ZAC or ZBC is applied 
if one of the cores fail with the probability 2λAC respectively 
2λBC. The remaining cores as well as the components of the 
subsystems A and B are faultless in this case. If the other 
core or one of the components then fail, the corresponding 
subsystem is down as well (state ZAD or ZBD). We assume that 
the state is now in state ZAD. The probability for a complete 
broken system is now the same as the probability for changing 
state from Z0 to ZBD (λGesA). The corresponding fault tree for 
the two-component system is illustrated in Figure 8.

The reliability R(t) of this system is the sum of the state 
probabilities P(t) excluding the “down state” ZD.

	 R t P t P t P t P t P tZ ZAC ZBC ZAD ZBD( ) ( ) ( ) ( ) ( ) ( )= + + + +0 	
Furthermore, the MTTF can be calculated as the integral of 
the reliability function:

	MTTF P t P t P t P t P t dtZ ZAC ZBC ZAD ZBD= + + + +
¥

ò 00
( ) ( ) ( ) ( ) ( ) 	

The state probabilities are calculated in the following section.

 FIGURE 6  Markov chain for subsystem S.
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 FIGURE 7  Markov chain for two-component system.
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 FIGURE 5  Fault tree for subsystem S.
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State Probabilites, Reliability 
and Mean Time To Failure
The series and parallel connection requires a combination of 
corresponding calculation methods for Markov chain analysis 
[13]. The model in Figure 7 is the basis for the transition matrix 
in the appendix. With the help of this matrix, the following 
differential equations can be derived:

�
�
�

P P
P P P
P

Z AC BC AK BK Z

ZAC AC Z AC AK ZAC

Z

0 0

0

2 2
2

= - + + +
= - +

( )
( )

l l l l
l l l

AAD Ak Z AC AK ZAC BK BC BC BK ZAD
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Furthermore, we assume a faultless system with the initial 
state Z0 so that the following prerequisites are considered:

P t
P t P t P t P t P t

Z

ZAC ZAD ZBC ZBD ZD

0 0 1
0 0 0 0 0

( )
( ) ( ) ( ) ( ) ( )
= =
= = = = = = = = = ==0	

These conditions allow to calculate the state probabili-
ties and the resulting reliability functions for the asymmetric 
(Rasym(t)) and the symmetric (Rsym(t)) system. In a next step 
the MTTF for both approaches can be calculated. In contrast 
to the asymmetric approach, the subsystems do not differ in 
the symmetric approach so that we can simplify the equation 
with the constraints:

	

l l l
l l l

C AC BC

K AK BK

= =
= = 	

All these equations can be found in the appendix of  
this contribution.

Constraints of the Analysis
A representative analysis requires the consideration of the 
component and microcontroller FIT rates. The goal is to 
achieve a system’s FIT rate which meets the requirements from 
Table 1. However, these values are based on the sum of single 

point faults and residual faults, meaning on failures which 
are not completely covered. Hence, the diagnostic coverage 
as a measure for failure detection by testing is < 100 %. The 
complete failure rate can be optimized by mechanisms to 
reduce the raw failure rate.

Generally, we identified the FIT rates by a Failure Modes, 
Effects and Diagnostic Analysis (FMEDA) based on the 
SN29500 standard [12]. An FMEDA allows a quantitative 
analysis of all electronic components with respect to failure 
rate, failure type and effects of the safety function. Another 
goal is a systematic analysis to detect hazard-free failures 
respectively Safe Failure Fraction (SFF) and the coverage. 
Integrated safety mechanisms of microcontrollers can also 
be considered when configuring the FMEDA.

Due to the fact that cars are common in all climes, the 
operating temperature influences the reliability of an auto-
motive system. Hence, the industry claims a reliability in the 
range from -40°C to 125°C. Moreover, the component’s life 
time of E/E system is expected to last 15 years, 8000 hours of 
operation and a 300.000 km. These constraints are used for 
determine the CPU FIT rate by the FMEDA. In our contribu-
tion, use the failure rates of the hardware components which 
we identified by a CPU FMEDA. For this, we appoint to 
internal research projects and to information from semicon-
ductor vendors. In our work, we focus on hard errors because 
soft errors can often be corrected and we assume identical 
components for both subsystems. This means, in the asym-
metric approach, the subsystems only differ in the applied 
microcontroller. The following component FIT rates are used:

•• λ1: 140 FIT

•• λ2: 200 FIT

•• λ3: 40 FIT

•• λ4: 5 FIT

•• λ5: 80 FIT

•• λ6: 40 FIT

•• λ7: 5 FIT

•• λ8: 70 FIT

Based on these values, the component FIT rate λK for 
one subsystem can be calculated. Due to a potential parallel 
component failure, the FIT rates are summed:

	l l l l l l l l lK = + + + + + + + =1 2 3 4 5 6 7 8 580FIT	

In our work, we analyzed three different use cases. The first 
step applies a single subsystem with the described compo-
nents which represents a microcontroller with a single 
lockstep core. The FIT rate of a core (λC = 0.367 FIT) could 
be determined with the help of FMEDA table provided by 
a semiconductor vendor. In our case, this value does not 
include any connection to the peripheral or memory. If we 
also consider the interfaces to sensors and actors, our FMEDA 
table calculates a FIT rate of λC = 47.11 FIT which serves as a 
basis for our calculation.

 FIGURE 8  Fault tree for two-component system.
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For our symmetric approach, both microcontrollers apply 
the failure rate λ0 = 47.11 FIT while we assume two different 
controllers in the asymmetric system. In this case we chose 
λ0A = 47.11 FIT and a variable FIT rate for subsystem B (λ0B = 
0.367 FIT and λ0B = 150 FIT).

Results
These values allow to calculate the reliability functions for 
a subsystem (RS(t)), the symmetric system (Rsym(t)) and the 
two asymmetric systems (Rasym1(t) and Rasym2(t)). The corre-
sponding analysis is illustrated in Figure 9.

The graphs show an exponentially decreasing reliability 
for all approaches while the 2oo2DFS systems are the signifi-
cantly better choice for reliable systems. Furthermore, the 
difference between the symmetric and asymmetric graphs 
are minimal.

The graphs in Figure 10 show the reliability functions 
after 15 years of operation while leap years are not consid-
ered. After this time, a single using a core FIT rate of λC = 
47.11 FIT has a reliability of RS(t= subsystem 15 yrs) = 0.9266 
(92.66 %). In contrast, the probability for a faultless symmetric 
2oo2DFS using core FIT rates of λC = 47.11 FIT is Rsym(t=15 
yrs) = 0.9946 (99.46 %). In this case, the values of asymmetric 
systems with λ0B = 0.367 FIT and λ0B = 100 FIT do not differ 
from the symmetric approach.

In a further step, we analyzed the MTTF as a function of 
the core FIT rates. For this, we incremented the failure rate 
from 1 FIT to 150 FIT. This means, for the symmetric system 
both core FIT rates are incremented while for the asymmetric 
approach only subsystem B is concerned. Subsystem A has 

a constant value (λ0A = 47.11 FIT). Due to the scaling, the 
MTTFS of the single subsystem seems nearly 0 h. However, we 
measured values about 1.72 · 106 h (= 196 yrs) for the 1-FIT 
core and 1.60 · 106 h (= 183 yrs) for the 150-FIT core.

In contrast to the single subsystem, the MTTFs of the 
2oo2DFS approaches decrease significantly for higher FIT rates. 
Nevertheless, these systems show much higher MTTFs meaning 
for the asymmetric implementation 10.23 · 1012 h (= 1.17 · 109 
yrs) for the 1-FIT core and 7.09 · 1012 h (= 809.61 · 106 yrs) for 
150-FIT core.

Finally, we calculated 11.88· 1012 h (= 1.36 · 109 yrs) for 
symmetric 1-FIT cores and 586.24 · 106 h (= 669.23 · 106 yrs) 
for 150-FIT cores. In the beginning, the symmetric approach 
provides the best MTTF (Figure 11). For FIT rates higher than 
49 FIT, the asymmetric 2oo2DFS show the highest MTTF.

Conclusion
In our contribution, we evaluated the reliability of the 
symmetric and asymmetric 2oo2DFS approach with the help 
of a Markov chain. Our use case was an automotive EPS ECU 
based on either a single or two dualcore microcontrollers. 
Furthermore, we assumed constant FIT rates for the compo-
nents and applied a core FIT rate of 47.11 FIT as a basis for 
each system. For the second subsystem of the asymmetric EPS 
ECU and also for the symmetric approach, we calculated the 
reliability and MTTF for different core FIT rates. As expected, 
the redundant systems are much more reliable and provide 
multiply higher MTTFs than the single system. Generally, in 
our case an asymmetric approach is recommended for core 
FIT rates higher than 49 FIT while for more reliable cores, the 
symmetric approach is the better choice.

 FIGURE 9  Reliability functions for different approaches.
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 FIGURE 10  Reliability functions after 15 years of operation.
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 FIGURE 11  MTTFs for single subsystem, symmetric and 
asymmetric 2oo2DFS systems.
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As a conclusion, we can say that today all three approaches 
can be applied to the described scenario. After 15 yrs of opera-
tion, each system provides a reliability of more than 92 %. 
However, as future ECU architectures require fail opera-
tional approaches, a single subsystem will not be sufficient. In 
general, this approach is not sufficient for considering system-
atic faults which have to be handled by further mechanisms.
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Definitions/Abbreviations
2oo2 - Two-out-of-two
ASIL - Automotive Safety Integrity Level
DAS - Driver Assistance System
DCU - Domain Control Unit
DFS - Diagnostic Fail Safe
DTTR - �Dupl icat ion w it h Temporar y TMR and 

Reconfiguration
ECU - Electronic Control Unit
E/E - Electrical/Electronic
EPS - Electronic Power Steering
ESC - Electronic Stability Control
FIT - Failure In Time
FMEDA - Failure Modes, Effects and Diagnostic Analysis

IC - Integrated Circuit
MTTF - Mean Time To Failure
MooN - M out of N
MOSFET - Metal Oxide Semiconductor Field Effect Transistor
TMR - Triple Modular Redundancy
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Abstract
Smart technologies enabling connection among vehicles and between vehicles and infrastructure 
as well as vehicle automation to assist human operators are receiving significant attention as a 
means for improving road transportation systems by reducing fuel consumption – and related 
emissions – while also providing additional benefits through improving overall traffic safety and 
efficiency. For truck applications, which are currently responsible for nearly three-quarters of the 
total U.S. freight energy use and greenhouse gas (GHG) emissions, platooning has been identified 
as an early feature for connected and automated vehicles (CAVs) that could provide significant fuel 
savings and improved traffic safety and efficiency without radical design or technology changes 
compared to existing vehicles. A statistical analysis was performed based on a large collection of 
real-world U.S. truck usage data to estimate the fraction of total miles that are technically suitable 
for platooning. In particular, our analysis focuses on estimating “platoonable” mileage based on 
overall highway vehicle use and prolonged high-velocity traveling, and established that about 65% 
of the total miles driven by combination trucks from this data sample could be driven in platoon 
formation, leading to a 4% reduction in total truck fuel consumption. This technical potential for 
“platoonable” miles in the United States provides an upper bound for scenario analysis considering 
fleet willingness and convenience to platoon as an estimate of overall benefits of early adoption 
of connected and automated vehicle technologies. A benefit analysis is proposed to assess the 
overall potential for energy savings and emissions mitigation by widespread implementation of 
highway platooning for trucks.
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Introduction

Connected and automated vehicles (CAVs) are receiving 
significant attention as a technology solution to realize 
safer, more cost-effective, and efficient operation of 

several transportation systems [1]. CAVs can also potentially 
help curb energy consumption and greenhouse gas (GHG) 
emissions from the transportation sector. In this paper we 
focus on the role of platooning for combination trucks1 in 
the United States, one of the most promising CAV technolo-
gies that could experience widespread adoption in the next 5 
to 10 years. Platooning is a demonstrated method of groups 
of vehicles travelling close together actively coordinated in 
formation at high speed that has the potential to reduce energy 
consumption resulting from aerodynamic drag [2] [3]. Trucks 
are ideal applications for platooning due to their technical 
characteristics and mode of operation (several vehicles driving 
for long distances along the same route, often concentrated 
in few corridors).

Combination trucks, currently powered by petroleum-
derived fuels, account for the majority of the energy use in 
the U.S. freight sector (64.9% of freight, and 4.8% of total 
U.S. energy use in 2013 [4]) and an even larger share of GHG 
emissions (77.1% of freight, and 7.5% of total U.S. GHG emis-
sions in 2013 [5]). Looking at the future, the importance of 
trucking on the U.S. energy use and GHG emissions is likely 
to increase, due mainly to three factors: a) freight transport 
has been growing more rapidly than passenger transport, 
and the trend is likely to continue in the future [6] [7]; b) a 
continued increase in the share of trucking in total freight 
activity [8] [9] [10]; c) transportation, and freight in partic-
ular, is more expensive to decarbonize compared to other 
sectors, and will experience lower energy and GHG emis-
sions reduction in response to economy-wide climate change 
mitigation measures [11].

Several studies, reviewed in the Methods section, have 
been focusing on assessing the potential savings achievable 
by platooning operations for a group of two or more trucks, as 
well as extrapolating these savings on a national scale, based 
on overall miles traveled by trucks. However, a key element has 
been neglected in the existing literature: what is the “platoon-
able” fraction of traveled miles during real-world operations? 
Namely, in a fleet of trucks, what fraction of miles driven is 
amenable for platooning operation? Clearly not every mile 
driven can be driven in a platoon formation, and platooning 
operations at low speeds do not lead to significant fuel saving. 
However, for large trucks operating extensively on highways 
over long distances the fraction of platoonable miles at high 
speed can be significant (in estimating the potential savings 
related to trucks platooning, MacKenzie et al. [12] assume 

that every mile traveled by trucks is platoonable, leading to 
significantly different results compared to this study).

We provide an estimate of the platoonable fraction of 
miles driven by combination trucks in the United States 
based on a large set of driving data collected by the National 
Renewable Energy Laboratory (NREL) and others. This data 
set includes over 3 million miles of driving data across a 
variety of fleet operators, truck manufacturers, times of opera-
tion, and regions. In particular, we assume that a truck could 
potentially operate in a platoon if it continuously travels at a 
speed larger than a certain threshold for a significant period 
of time. A sensitivity analysis shows that the velocity and the 
time threshold significantly impact the resulting fraction of 
platoonable miles. These thresholds have been chosen to be 
50 mph (80.5 km/h) and 15 minutes for representative opera-
tions in the United States.

This estimate represents a technical potential, or upper 
bound, which does not account for truck and fleet opera-
tors’ willingness to platoon. This willingness, which will 
be assessed in future works, reduces the technical potential 
identified in this paper due to three main factors. First, the 
economic savings related to platooning operations (value 
of fuel saved) must outweigh the increased costs, namely 
the additional drivers’ time cost during platoon formation 
(as most likely some drivers will have to wait for other trucks 
traveling towards the same destination) and the value of 
delayed delivery.2 Second, truck and fleet operators must be 
willing to cooperate. While this might be easier for large fleets 
including hundreds of vehicles, smaller operators might not 
have the required connectivity and willingness to collaborate 
with direct competitors. Third, uniform and standard tech-
nologies are required across vehicle manufacturers and opera-
tors to allow for widespread implementation of platooning 
across fleets.

The remainder of this paper is structured as follows: The 
Methods section describes the data set and the methodology 
used to estimate the real-world fraction of platoonable miles 
for combination trucks in the United States and a review of 
literature of existing studies on energy savings achievable 
by operating trucks in platoons. The Results section reports 
the quantitative results on this analysis, including a sensi-
tivity analysis aimed at understanding the impact of time and 
velocity thresholds in estimating the fraction of platoonable 
miles and additional insights for targeted applications (i.e., 
platoonable miles for vehicles performing only long-distance 
missions on highways). These insights are used in the National 
Impact section to calculate an upper-bound estimate of the 
potential energy savings and GHG emissions reductions 
related to widespread adoption of platooning for combina-
tion trucks. Concluding remarks and proposed future work 
are reported in the last section.

1 �Combination trucks include Class 7 and Class 8 trucks, as defined by the U.S. Federal Highway Administration. Class 8 trucks, which are the majority 
of combination trucks, are vehicles with a gross weight rating exceeding 33,001 lbs (14,969 kg). Class 8 includes tractor-trailer tractors as well as single-
unit dump trucks. The typical 5-axle tractor-trailer combination, also called a “semi” or “18-wheeler,” is a Class 8 vehicle.

2 �Given the U.S. network and the large volume of freight moved on the road, we assumed that trucks will not modify their original route to travel in a 
platoon. Namely we assume that within a reasonable time a truck will be able to join others and form a platoon heading towards its final destination. 
This assumption might not be realistic for very early adoption in the United States or other countries.
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Methods
In this paper we use a large data set of about 200 real-world 
Class 8 tractors’ driving data, which includes over 3 million 
miles of data, to estimate the fraction of platoonable miles in a 
variety of real-world operations in the United States. The data 
considered have been collected directly by NREL and other 
partners who have contributed data to NREL’s Fleet DNA 
database using on-board data logging devices or telematics 
systems [13]. Vocations represented in the data set include 
line haul truck load, less than truck load, regional parcel 
movement, port drayage, refrigerated operations, tanker oper-
ations, transfer truck operations, and regional food delivery. 
The data set includes information on vehicle speed (1-second 
resolution), global positioning system position, road segments 
(classified as highway, freeway, or collectors and local), and 
various levels of engine/vehicle parameters such as fuel rate 
and engine temperatures.

Table 1 summarizes the data set considered, while 
Figure 1 and Figure 2 show the distribution of all the trips 
included in the data set based on trip length and duration, 
respectively. Trips shorter than 0.5 mile and 6 minutes have 
been excluded to avoid including logging errors and short 
vehicle movements that do not constitute trips.

From Figure 1 and Figure 2, it appears that very short 
trips (i.e., less than 25 miles and less than one hour) constitute 
a significant share of trips included in the data set considered. 
Nevertheless, these trips account for a small fraction of total 
miles driven, as shown in Figure 3 and Figure 4, which report 

the share of driven miles for several classes of trip length and 
duration. The majority of miles driven by the trucks included 
in the data set were driven in trips between 50 and 250 miles 
long that lasted between 2 and 6 hours. Some very long trips 
(i.e., over 500 miles and 8 hours) are also present in the data set 
(about 10% of total miles driven), resulting from vehicles being 
driven by multiple drivers who took turns driving without 
turning off the engine for prolonged periods of time.

 FIGURE 1  Distribution of trips included in the data set 
based on trip length.
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 FIGURE 4  Share of miles driven as a function of trip 
duration.
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 FIGURE 3  Share of miles driven as a function of trip length.
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 FIGURE 2  Distribution of trips included in the data set 
based on trip duration.
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TABLE 1 Summary statistics of the driving data set 
considered in this study.

Data Set
Vehicles 194

Days 9,154

Trips 54,583

Hours 60,450

Miles 3,170,079©
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The extensive and comprehensive data analyzed  
allow calculating a reasonable estimate of the total fraction 
of platoonable miles across different U.S. regions and  
truck applications.

State-of-the-Art for Trucks 
Energy Savings in Platooning 
Operations
Several analyses, based both on simulation studies and exper-
iments, have estimated the energy savings during platoon 
operations of two or more trucks. While platooning oppor-
tunities for a variety of applications have been explored for 
over a decade (e.g., [14], [15]), no consensus has been reached 
in the open literature on the fuel savings related to platooning 
operations of more than two vehicles.

Lu and Shladover [16] tested a platoon of three Class 
8 tractor-trailers under different driving conditions and 
following distances, reporting a fuel saving of 4%–5% for 
the leading truck and 10%–14% for the following trucks. 
Lammert et al. [17] performed ten modified SAE Type 
II J1321 fuel consumption track tests to evaluate fuel 
consumption results of two Class 8 tractor-trailer combi-
nations platooned together compared to their standalone 
fuel consumption, reporting combined “Team” fuel savings 
ranging from 3.7% to 6.4% (between 2.7% and 5.3% fuel 
savings for the lead tractor and between 2.8% and 9.7% for 
the trailing vehicle).

A recent study by the North American Council for 
Freight Efficiency (NACFE) reviewed the results of ten 
analyses performed over the last decade directly comparing 
driving speeds from 43 to 70 mph, conventional and cab-over-
engine configurations, and a range of vehicle curb weights, 
which showed a significant spread among the different test 
results. While lead vehicle savings had significant correla-
tion across the variables with following distance being most 
important factor in the 0-9% range of observed fuel savings; 
for the trailing truck(s) fuel consumption reductions was 
reported to vary between 3% and 23% and showed much 
higher dependence on speed, mass and cab configuration 
variables [18]. Combining results with all the above variables, 
NACFE estimates the savings to be approximately 4% for 
the lead truck and 10% for the following truck when trucks 
are operated on a closed track in a consistent two-truck 
platooning arrangement. This equates to a 7% fuel efficiency 
improvement on average between the two trucks versus a 
truck operating in isolation. Moreover, NACFE identified 
road congestion and actual platoonable miles as the two most 
relevant factors influencing real-world fuel economy of trucks 
operating in platoon formation and offered an estimate of 
impact from these factors [18]. Significant correlation was 
observed between multiple track studies, wind tunnel testing, 
and computational fluid dynamics analyses when compared 
at the same speed, mass, and aerodynamic class/type over a 
range of following distances [19].

In this paper we consider a 6.4% potential fuel saving for 
platooning operations, based on the study by Lammert et al. 
[17], with the best combined result being for 55 mph and a 
30-ft following distance. In future applications, platooning 
fuel savings can be enhanced by addressing barriers to closer 
platoon formation – such as reduced engine cooling – and 
by including more vehicles in each platoon [19]. Alam et al. 
suggested that a large-scale cooperative method to enhance 
safety and efficiency of truck platoons by increasing the 
level of cooperation between vehicles be used to maximize 
platooning benefits [20]. Additional benefits of truck 
platooning, such as road capacity optimization and accidents 
reduction, as well as additional truck safety and operational 
considerations have also been explored in previous studies 
([21], [22], [23]).

Results
Based on the data set described in the Methods section, we 
compute the fraction of miles that are continuously driven 
above a speed threshold V for at least T minutes, where T is 
a time threshold. This is intended to capture the fraction of 
driven miles that are suitable for platooning operations. In 
principle, V should equal the prescribed speed limit, and T 
should be a time long enough to offset the tradeoffs due to 
platoon formation.

Figure 5 shows the share of miles driven in each road 
segment based on the entire data set summarized in Table 1, as 
well as the fraction of miles continuously driven above a speed 
limit for time T for a set of different thresholds. The results 
show that for a time threshold of T = 15 minutes and a speed 
threshold V = 50 mph, 65.6% of vehicle miles are platoonable. 
The figure also shows how this number changes as different 
time and speed thresholds are selected.

 FIGURE 5  Share of total miles (y-axis) continuously 
driven above a certain speed threshold (x-axis) for T minutes 
(different lines) and share of load segments considering the 
entire data set.
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Targeted Applications
The same methodology used to estimate the share of platoon-
able miles for the entire data set is applied to a subset of the 
data, including about 4,500 miles of mostly-highway long-
distance driving to evaluate the fraction of platoonable miles 
for specific applications that might represent early adopters 
of this technology.

The results shown in Figure 6 indicate that for a time 
threshold of T = 15 minutes and a speed threshold V = 50 
mph, 76.6% of vehicle miles are platoonable. The vocation 
represented in Figure 6 is a split-duty combination truck 
that runs local pickup and delivery trips during the day 
and regional line-haul operation at night (representing the 
majority of the miles driven, and making this application 
ideal for platoon operations).

National Impact
In 2014 169.8 billion miles were driven by combination trucks 
in the United States [24], consuming a total of 29.1 billion 
gallons of fuel and emitting approximately 6.9 billion metric 
tons of carbon dioxide equivalent [25]. Based on the analysis 
provided in this paper, approximately 65.6% of those miles 
could potentially be driven in platoon formation. Assuming 
an energy (and emissions) savings of approximately 6.4% for 
each team of platooned vehicles (based on efficiency improve-
ments previously published in a platooning benefits study 
[17]), widespread adoption of platooning operations can 
potentially reduce trucks energy use by approximately 4.2%.

With these bounding assumptions, the widespread 
adoption of platooning operations for combination trucks in 
the United States could lead to a total savings of 1.5 billion 
gallons of petroleum-derived fuels (equal to 1.1% of the 
current US import of oil: 2.7 billion barrels in 2015 [26]) and 
15.3 million metric tons of CO2 (a 0.22% emissions reduction).

Conclusions and Future 
Work
In this paper we estimate a technical potential, or upper 
bound, for the fraction of platoonable miles for combination 
trucks in the United States based on an extensive data set 
of real-world driving data. This study complements existing 
literature on this subject that neglected to consider that not all 
miles driven by trucks are suitable for platooning applications.

Our results show that approximately 65.6% of the total 
miles driven by combination trucks (Class 7 and 8) could be 
driven in platoon formation, leading to significant energy and 
emissions savings. For targeted applications, which are likely 
to be early adopters of connected and automated technolo-
gies, this fraction increases to approximately 76.6%. A more 
comprehensive “Big Data” analysis considering a larger data 
set that covers multiple years and a wider array of applications 
is planned to further refine this estimate.

Based on an assumed energy saving of 6.4%, resulting 
from a review of recent literature, this translates into 2.7% 
potential energy savings in the U.S. freight sector and a reduc-
tion in U.S. GHG emissions on the order of 15.3 million metric 
tons of carbon dioxide per year.

As discussed, this technical potential study presents an 
upper bound because in the real world, truck and fleet opera-
tors may not be willing to participate to platoon operations 
under all the conditions considered here (e.g., an operator 
might not be willing to wait to form a platoon). Therefore, 
an expert elicitation study involving truck owners and fleet 
operators will be performed to assess the overall willingness 
to participate in platooning and the main barriers for the 
widespread adoption of this technology.

Contact Information
Corresponding Author:
Matteo Muratori
National Renewable Energy Laboratory
15013 Denver West Parkway
Golden, Colorado 80401, USA
Phone: 303-275-2927
matteo.muratori@nrel.gov

Acknowledgments
This work was supported by the U.S. Department of Energy 
under Contract No. DE-AC36-08GO28308 with the National 
Renewable Energy Laboratory. Funding was provided by the 
Vehicle Systems Program within the DOE Energy Efficiency 
and Renewable Energy’s Vehicle Technologies Office. The 
authors particularly appreciate the support and guidance 
provided by DOE program managers David Anderson, Lee 
Slezak and Rachael Nealer. For many years the Vehicle Systems 
Program has additionally supported the Fleet DNA database 
of commercial vehicle in-use operating data, which was also 

 FIGURE 6  Share of total miles (y-axis) continuously 
driven above a certain speed threshold (x-axis) for T minutes 
(different lines) and share of load segments for targeted 
platoonable applications.

©
 N

at
io

na
l R

en
ew

ab
le

 E
ne

rg
y 

La
bo

ra
to

ry



28	 Muratori et al. / SAE Int. J. Commer. Veh. / Volume 10, Issue 1 (May 2017)

instrumental in the completion of this study. The views and 
opinions expressed in this paper are those of the authors alone.

NREL is a national laboratory of the U.S. Department of 
Energy, Office of Energy Efficiency and Renewable Energy, 
operated by the Alliance for Sustainable Energy, LLC. The U.S. 
Government retains and the publisher, by accepting the article 
for publication, acknowledges that the U.S. Government 
retains a nonexclusive, paid-up, irrevocable, worldwide license 
to publish or reproduce the published form of this work, or 
allow others to do so, for U.S. Government purposes.

References
	 1.	 Wadud, Z., MacKenzie, D., and Leiby, P., “Help or 

hindrance? The travel, energy and carbon impacts of highly 
automated vehicles,” Transportation Research Part a: Policy 
and Practice 86:1–18, 2016, doi:10.1016/j.tra.2015.12.001.

	 2.	 Bergenhem, C., Shladover, S., Coelingh, E., Englund, C., and 
Tsugawa, S., “Overview of platooning systems,” 2012.

	 3.	 Brown, A., Gonder, J., and Repac, B., “An Analysis of Possible 
Energy Impacts of Automated Vehicle,” Road Vehicle 
Automation, Springer International Publishing, Cham, ISBN 
978-3-319-05989-1: 137–153, 2014, doi:10.1007/978-3-319-
05990-7_13.

	 4.	 Davis, S., Diegel, S., and Boundy, R., “Transportation Energy 
Data Book,” 2015.

	 5.	 U.S. Department of Transportation, “Freight Facts and 
Figures” 2015.

	 6.	 Energy Information Administration (EIA), “International 
energy outlook,”,” 2014.

	 7.	 ExxonMobil, “The Outlook for Energy: A view to 2040,” 
Irving, 2013.

	 8.	 Kamakaté, F. and Schipper, L., “Trends in truck freight 
energy use and carbon emissions in selected OECD 
countries from 1973 to 2005,” Energy Policy 37(10):3743–
3751, 2009, doi:10.1016/j.enpol.2009.07.029.

	 9.	 Greening, L.A., Ting, M., and Davis, W.B., “Decomposition 
of aggregate carbon intensity for freight: trends from 
10 OECD countries for the period 1971–1993,” Energy 
Economics 21(4):331–361, 1999.

	10.	 Eom, J., Schipper, L., and Thompson, L., “We keep on 
truckin': Trends in freight energy use and carbon emissions 
in IEA countries,” Energy Policy 45:327–341, 2012, 
doi:10.1016/j.enpol.2012.02.040.

	11.	 Muratori, M., Smith, S.J., Kyle, P., Link, R., Mignone, B., 
and Kheshgi, H., “The Role of the Freight Sector in Future 
Climate Change Mitigation Scenarios.” Environmental 
Science & Technology, Forthcoming.

	12.	 MacKenzie, D., Wadud, Z., and Leiby, P., “A first order 
estimate of energy impacts of automated vehicles in the 
United States,” Poster Presentation at the …, 2014.

	13.	 Walkowicz, K., Kelly, K., Duran, A., and Burton, E., 
“Walkowicz: Fleet DNA project data,” 2014.

	14.	 Gehring, O. and Fritz, H., “Practical results of a longitudinal 
control concept for truck platooning with vehicle to vehicle 
communication,” IEEE, ISBN 0-7803-4269-0: 117–122, 1997, 
doi:10.1109/ITSC.1997.660461.

	15.	 Robinson, T., Chan, E., and Coelingh, E., “Operating 
platoons on public motorways: An introduction to the sartre 
platooning programme,” 17th world congress on intelligent 
transport systems, 2010.

	16.	 Lu, X.-Y. and Shladover, S.E., “Automated Truck Platoon 
Control and Field Test,” Road Vehicle Automation, Springer 
International Publishing, Cham, ISBN 978-3-319-05989-1: 
247–261, 2014, doi:10.1007/978-3-319-05990-7_21.

	17.	 Lammert, M., Duran, A., Diez, J., Burton, K. et al., “Effect of 
Platooning on Fuel Consumption of Class 8 Vehicles Over a 
Range of Speeds, Following Distances, and Mass,” SAE Int. 
J. Commer. Veh. 7(2):626–639, 2014, doi:10.4271/2014-01-2438.

	18.	 North American Council for Freight Efficiency (NACFE), 
“Confidence Report on Two-Truck Platooning,” 2016.

	19.	 Lammert, M.P., Gonder, J., Kelly, K., Salari, K., and Ortega, 
J., “Class 8 Tractor Trailer Platooning: Effects, Impacts, and 
Improvements,” 2016.

	20.	 Alam, A., Besselink, B., Turri, V., Martensson, J., and 
Johansson, K.H., “Heavy-Duty Vehicle Platooning for 
Sustainable Freight Transportation: A Cooperative Method 
to Enhance Safety and Efficiency,” IEEE Control Syst. 
35(6):34–56, 2015, doi:10.1109/MCS.2015.2471046.

	21.	 ATA Technology and Maintenance Council Future Truck 
Program, “Automated Driving and Platooning Issues and 
Opportunities,” 2015.

	22.	 Janssen, R., Zwijnenberg, H., Blankers, I., and de Kruijff, J., 
“Truck platooning: driving the future of transportation,” 
2015.

	23.	 Identifying Autonomous Vehicle Technology Impacts on 
the Trucking Industry, “Identifying Autonomous Vehicle 
Technology Impacts on the Trucking Industry,” 2016.

	24.	 U.S. Federal Highway Administration, “Highway Statistics 
-Annual Vehicle Distance Traveled in Miles and Related 
Data.”

	25.	 U.S. Environmental Protection Agency (EPA), “Greenhouse 
Gas Inventory Explorer,” https://www3.epa.gov/
climatechange/ghgemissions/inventoryexplorer/#transportat
ion/allgas/source/all, Oct. 2016.

	26.	 U.S. Energy Information Administration (EIA), “US Imports 
of Crude Oil.”

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by any means, electronic, mechan-
ical, photocopying, recording, or otherwise, without the prior written permission of SAE International.

Positions and opinions advanced in this paper are those of the author(s) and not necessarily those of SAE International. The author is solely responsible for the 
content of the paper.



ARTICLE INFO
Article ID: 2017-01-1662
Copyright © 2017  
Honeywell International Inc.
doi:10.4271/2017-01-1662

History
Received:	 01 Aug 2017
Published:	 28 Mar 2017

Citation
Markham, T. and 
Chernoguzov, A., “A 
Balanced Approach for 
Securing the OBD-II Port,”  
SAE Int. J. Passeng.  
Cars – Electron. 
Electr. Syst. 10(2):2017,
doi: 10.4271/2017-01-1662.

ISSN: 1946-4614
e-ISSN: 1946-4622

A Balanced Approach for 
Securing the OBD-II Port

Tom R. Markham,  Honeywell

Alex Chernoguzov, Honeywell

Abstract
The On-Board Diagnostics II (OBD-II) port began as a means of extracting diagnostic information 
and supporting the right to repair. Self-driving vehicles and cellular dongles plugged into the OBD-II 
port were not anticipated. Researchers have shown that the cellular modem on an OBD-II dongle 
may be hacked, allowing the attacker to tamper with the vehicle brakes. ADAS, self-driving features 
and other vehicle functions may be vulnerable as well. The industry must balance the interests of 
multiple stakeholders including Original Equipment Manufacturers (OEMs) who are required to 
provide OBD function, repair shops which have a legitimate need to access the OBD functions, 
dongle providers and drivers. OEMs need the ability to protect drivers and manage liability by 
limiting how a device or software application may modify the operation of a vehicle. This paper 
outlines a technical approach based upon cryptographic authentication and granular access control 
policy which addresses the needs of stakeholders. This allows the OEM to protect the security of 
the vehicle by carefully controlling the functions a particular device plugged into the OBD-II port is 
able to perform. This allows device makers (diagnostic tools, insurance dongles, etc.) to have their 
products certified to work with the OEM’s vehicles. The result is the OEMs can protect driver safety 
and maintain the right to repair.
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�1. Introduction

Motivation
There is a real and growing threat to automotive cyber security 
and, in turn, safety. In particular, the OBD-II port has become 
a greater risk [19]. The number of vehicles with brakes, steering 
and acceleration influenced by messages on the CAN bus is 
increasing due to self-parking, ADAS and the move toward 
autonomous driving. The OBD-II port has transitioned from 
a physical port only accessible from inside the cabin of the 
vehicle to one that is wirelessly accessible via cellular modems, 
Bluetooth and Wi-Fi dongles [9, 1]. There is evidence that 
interest in the cyber security of vehicles is migrating from 
white hat researchers to hackers with hostile intent. Taken 
together, these facts call for taking a fresh look at the OBD-II 
port and identifying an up-to-date approach for protecting 
vehicle security and safety.

Related Work
There has been a growing list of researchers who have 
demonstrated that gaining access to the CAN bus via the 
OBD-II port can allow a hacker to influence control of a 
vehicle [8]. Those researchers who have used wireless access 
via an OBD-II device to compromise a vehicle [12, 3] are of 
particular interest.

Prior Society of Automotive Engineers (SAE) standards 
work in the form of SAE J2186 - E/E Data Link Security [14] 
addressed access to ECUs via the Data Link Connector (DLC). 
(Throughout this document “OBD” is used as a shorthand 
for OBD-II and the DLC.) In some sense, J2186 may have 
been ahead of its time because when it was revised in 2005 
the threat environment and motivation to secure vehicles 
was very different from today. The OBD-related threat has 
recently gained the attention of Congress which in a Sep 12, 
2016 letter to NHTSA [13] wrote “… stakeholders cited the 
ports and the direct connection they provide to the vehicle 
internal networks as one of the fundamental sources of cyber 
security risk in the modern vehicle ecosystem.”

Within the broader cyber security community there has 
been a great deal of work done on cryptographic protocols 
[11], public key cryptography [16], public key infrastructure 
and role based access control [17, 10, and 2]. These techniques 
and lessons learned can accelerate efforts to protect vehicles 
from attacks through the OBD port.

The remainder of this paper is organized as follows:

2.	 Brief history of vehicle network technologies, 
providing background on how we got here.

3.	 Requirements, informally summarizes the cyber 
security challenges this paper is addressing. There are 
many other cyber security items to address beyond the 
limited scope of this paper.

4.	 Technical approach, provides one technical 
approach for meeting the needs of various 

stakeholders in a manner which is scalable, cost 
effective and secure.

5.	 Operation, outlines how the technical approach would 
impact device certification and use.

6.	 Design considerations, discusses certification, 
implementation cost and technology options.

7.	 Summary/Conclusions, touches upon standardization 
of the OBD security concept and application to the 
telematics control unit (TCU).

�2. Brief History of Vehicle 
Network Technologies

CAN Bus
What was the original environment for the CAN bus? 
Historically the CAN bus was an island. An air-gapped 
network contained within the sheet metal envelope of 
the vehicle. Everything on the network was integrated by the 
OEM and trusted to preserve the cyber security of the vehicle. 
Anyone attempting to send CAN bus messages on the bus 
was assumed to be inside the vehicle and therefore trusted.

This level of trust and openness on the CAN bus was 
reasonable back in the day when brakes, steering and trans-
mission were controlled by physical linkages, not a network. 
Today the lack of source authentication on the CAN bus is a 
security and safety issue.

OBD
What was the original purpose of the data link connector 
and OBD? It was designed to allow repair shops to connect 
with engine controls to perform diagnostics and gather 
emissions related information. Few envisioned the OBD 
port as a means of remotely injecting commands which 
could affect brakes, steering or acceleration. When J1979 
was first issued in 1991, who imagined an insecure cellular 
modem connected to the vehicle OBD port controlling 
vehicle operation?

This paper and SAE J2186 both address aspects of OBD 
security. However, SAE J2186 was focused on protecting the 
integrity of a single Electronic Control Unit (ECU). i.e. J2186 
could be used to prevent a device from changing firmware 
or calibration parameters within a specific ECU unless the 
device at the OBD port could authenticate to the ECU as a 
device authorized to make changes to that ECU. While this 
proposal can also prevent an OBD connected device from 
making changes to an ECU it can also prevent the OBD 
connected device from injecting CAN messages which trigger 
ECU actions. e.g., a message injected via the OBD triggers an 
ECU to unlock the doors.

The CAN bus does not perform source authentication of 
messages placed on the CAN bus. Thus, an attacker who is 
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able to inject messages into the OBD port can send messages 
which appear to come from one of the ECUs on the bus. 
Referring to Figure 1, if the OBD security module was not 
present, the OBD connected device would be able to place 
messages on the CAN bus which would normally be sent 
by ECU_1.x or ECU_2.x. Thus, anything these ECUs would 
normally do could be done by an attacker via the OBD. 
A few of the many things the attacker could do via the OBD 
port include:

•• Flash the headlights

•• Unlock the doors

•• Turn the air conditioning on/off

•• Activate anti-lock brake functions

•• Turn the front wheels (on vehicle with automatic parking 
capability)

•• Change the speed shown on the speedometer

Some of these actions may be categorized as nuisance 
aimed at distracting the driver. Other actions directly 
affect vehicle operation taking control away from the driver 
or interfering with driver actions. Either can result in a 
safety incident.

OBD Devices
The OBD-II port is a source of data that can be used and 
manipulated for insurance tracking, monitoring vehicle 
performance and other “diagnostic” functions. Low cost 

(less than $20) wireless OBD devices are commercially 
available [1]. These can provide access via cellular, Wi-Fi or 
Bluetooth. The security of these devices is questionable. The 
web description for one model makes the claim

Easy to Use: Plug the device in your car's OBD2 port, 
turn on your car, enable Bluetooth on your Android phone or 
tablet, search for "OBDII" and pair with it (pin 1234), run the 
download App with simple settings and wait until it connects 
your car's ECU successfully

The hackers now know the pairing code for all devices 
of this model. What other security flaws could be lurking in 
these devices?

Hacking Culture
The world of hacking has also changed over the last 20 
years. We have witnessed a progression from hacking a 
PC via a virus on f loppy disc to hacking a website to get 
bragging rights and more recently hacking of industrial 
control systems. The Stuxnet attack on an industrial control 
system [7] was a wake-up call: hacking could remotely 
damage or destroy physical systems. This, of course, has 
been followed by multiple demonstration hacks of vehicles 
as well as research addressing vehicle security [18]. What is 
more concerning is the change in who is doing the hacking 
and their motivation. Years ago, bored college students 
hacked to show their skills. Today organized crime hacks 
for money. Ransomware attacks on home PCs and even 
businesses are common. When will we see ransomware 
against vehicles?

 FIGURE 1  Placement of the OBD security module within the vehicle.
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�3. Requirements
The OBD environment has been examined to identify security 
requirements necessary to protect vehicle safety. It is obvious 
that a one-size-fits-all access control policy is not appropriate. 
The requirements to secure the OBD port and associated 
components are outlined below:

•• Support diagnostics. The OEM is required by law 
to provide an OBD-II port to support diagnostics. 
Independent repair shops and vehicle owners have a 
right to repair which includes access to many vehicle 
functions via the OBD-II. Some “secured Functions” 
are unlocked per SAE J2186 but many functions are 
not locked.

•• Provide third parties (e.g. insurance companies) read 
access to vehicle data such as Vehicle Identification 
Number (VIN), speed and braking via OBD.

•• Enable OBD device providers the ability to offer 
vehicle-related services via the OBD port. The 
industry must balance access with vehicle security and 
safety concerns.

•• Provide the vehicle owner the ability to use mobile 
apps (Torque, Dash, OBD Auto Doctor, etc.) to retrieve 
information from their vehicle.

•• Deliver vehicles which are safe. The safety of 
modern automobiles requires that they have cyber 
security to protect them from malicious commands/
data injected via the OBD port. This implies these 
derived requirements.

◾◾ Provide a means to test and certify the CAN messages 
injected by an OBD connected device (e.g., Insurance 
dongle, diagnostic tool).

◾◾ Provide a means to authenticate a device plugged into 
an OBD port. i.e., determine the manufacturer of the 
device and the model number.

◾◾ Determine and enforce the OEM approved access 
rights for the authenticated device relative to the OBD 
port. e.g., the device can read all data but only write 
to the body control modules.

�4. Technical Approach
This section provides an introduction to the technologies 
which can be used to solve the OBD security issue. It intro-
duces key technologies and outlines the system.

Defensive Technologies
Fortunately, there are defensive technologies which can be 
employed to enhance security. Public key cryptography and 
access control mechanisms could be combined to provide an 
authenticated access control function for the OBD port.

Public Key Public key (aka asymmetric key) cryptog-
raphy [16] technology in the form of RSA and elliptic curve 
makes it possible to provide digital signatures and create 
public key infrastructure tailored to the needs of protecting 
vehicles. This is a mature technology already in use in 
other industries.

Public key cryptography uses two keys which are 
mathematically-related. The private key must be protected 
from unauthorized access. It is typically stored in some form 
of protected hardware and only accessed by the cryptographic 
engine within the hardware. Thus, the private key is used 
by the cryptographic engine to sign and encrypt/decrypt 
data but the key cannot be extracted from the cryptographic 
engine. The corresponding public key may be freely distrib-
uted. It does not require any confidentiality protection. The 
approach described in this paper makes use of two crypto-
graphic functions.

A digital signature is an operation in which the creator 
digitally signs a piece of data by using the private key. The 
signature is a string of bits which practically speaking, could 
only be created by the entity holding the private key. Anyone 
holding the corresponding public key is then able to use that 
public key to perform a cryptographic operation and confirm 
that the piece of data in question was indeed signed by the 
entity holding the private key. As an example, if an OEM 
wanted to sign a firmware file such that any vehicle could 
verify that the firmware came from the OEM, the OEM would:

1.	 Create the file containing the firmware.
2.	 Compute a hash function over the firmware
3.	 Use the OEM private key to encrypt the hash result, 

thus creating a digital signature.
4.	 Send the original firmware file and the encrypted 

hash result together to any device which is to use 
the firmware.

The receiving entity, which has obtained the OEM public 
key through a trusted channel (e.g. loaded into the vehicle at 
the time of manufacture) then performs the following:

1.	 Compute the hash function over the firmware
2.	 Use the OEM public key to decrypt the encrypted hash 

result distributed with the firmware file.
3.	 Compare the locally computed hash result to the result 

of the decrypted hash from step 2.

If the decrypted hash and locally computed hash match, 
then the vehicle knows the firmware came from the OEM. If 
the decrypted hash does not match the locally computed hash 
then the vehicle rejects the firmware file. In the context of the 
OBD security solution being described here the “firmware file” 
would be security policy data which the OBD security module 
will apply to messages from the device connected to the OBD 
port. More on this later.

The second function of the public key cryptography is to 
perform a key exchange between the OBD security module 
and the device connected to the OBD port. The purpose of the 
key exchange is to authenticate the OBD device to the OBD 
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security module and establish a secure session for exchanging 
data between them. A similar type of key exchange is typically 
performed when your web browser connects to your bank 
website. The public and private keys contained within the 
OBD device are used as follows.

The OBD device (e.g. a diagnostic tool) passes its public 
key to the OBD security module. This exchange uses an X.509 
certificate [5] structure. This structure provides fields which 
may be used to carry data identifying the OBD device type (e.g. 
Acme Tool Company, OBD scanner, model 100). The X.509 
certificate, when combined with a successful key exchange;

•• Proves to the vehicle that the vehicle is connected to a 
device certified by the OEM.

•• Authenticates the identity of the OBD device

•• Binds the OBD device to the access rights assigned by 
the OEM.

The key exchange (aka key agreement) is illustrated in 
Figure 2 and is performed as follows.

1.	 The OBD device sends the OBD security module 
within the vehicle the OBD device X.509 certificate 
and the X.509 certificate for the device manufacturer. 
This device manufacturer X.509 certificate has been 
signed by the OEM using the OEM private key. 
(Certification is addressed below in the subsection - 
Certification process.)

2.	 The OBD security module verifies the digital signature 
on the X.509 certificate confirming it was issued 
(perhaps indirectly) by the OEM. The OBD security 
module “walks the certificate chain” to establish trust. 
First, the OBD security module uses the OEM public 
key (embedded in the security module when the vehicle 

was manufactured) to verify the digital signature on 
the manufacturer X.509 certificate. The OBD security 
module then extracts the manufacturer public key from 
the freshly verified certificate. The OBD security module 
repeats the certificate verification process, this time 
using the device manufacture’s public key to verify the 
certificate bound to the OBD device. The vehicle OBD 
security module then extracts the OBD device public key 
from the freshly verified OBD device X.509 certificate.

3.	 The OBD security module generates a random 
number which will be used as a key for a symmetric 
cryptographic algorithm (e.g. Advanced Encryption 
Standard (AES)). The OBD security module protects 
the confidentiality of this random number.

4.	 The OBD security module uses the public key of the 
OBD device to encrypt the random number. Public 
key cryptography ensures that only the OBD device 
holding the private key corresponding to the public 
key extracted from the X.509 certificate can decrypt 
the message and recover the original random number. 
The message containing the encrypted random number 
is then sent across the OBD port to the OBD device.

5.	 The OBD device uses its private key to decrypt the 
random number and recover the original plaintext 
version of the random number. Now the OBD security 
module and the OBD device both have the shared 
secret random number. No other entity has this 
number because only the OBD device with the right 
private key can perform the decryption.

6.	 The OBD security module and OBD device use the 
shared secret in a key derivation process to create the 
shared symmetric key which will be used to encrypt 
and authenticate messages sent across the OBD port.

 FIGURE 2  Key exchange between the OBD device and the OBD security module.
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Successful authentication of the OBD device allows the 
OBD security module to apply the access control specified 
by the OEM.

Role-Based Access Control The OBD security module 
is responsible for enforcing an access control policy on traffic 
flowing through the OBD port. The policy may restrict the 
type of messages (if any) the OBD device is authorized to 
send into the vehicle. The policy could also restrict CAN 
messages which are allowed to flow from the vehicle to the 
OBD device.

A typical vehicle may have 50 - 100 ECUs capable of 
sending thousands of types of CAN messages. The OEM 
could create the access control policy for each OBD device 
by stepping through the entire list of messages and selecting 
the access rights for each message type individually.

•• Null: The device is not able to read or write the 
message type.

•• Read only: The device is able to read (listen for) the 
message type but not write the message type.

•• Write: The device is allowed to write messages into the 
vehicle. Typically writes would be restricted to a white 
list specifying the list of arbitration IDs and associated 
message content e.g. In case of ISO 15765 diagnostic 
messages, the white list of allowed service identifiers 
(SIDs) and parameter identifiers (PIDs) needs to be 
specified in the access control list.

This specification of the access policy becomes a 
burdensome task when it is repeated for each make, model 
and year for each OBD device type manufactured by an 
OBD device vendor. Role based access control (RBAC) 
allows the OEM to create a structured model for assigning 
access rights. This technique has been applied to industrial 
control systems controlling plants with thousands of control 
points [2]. A similar model will be used to allow OEMs to 
efficiently assign access rights to an OBD device based upon 
the role associated with the device (e.g. insurance tracking vs. 
diagnostic tool).

System Level Entities
The entities within the proposed system include:

•• OBD security module: This module sits between the 
OBD port and the vehicle CAN bus as shown in Figure 1 
and enforces security. It could be embedded into the 
OBD port, it could be an inline module between the 
OBD and CAN bus or it could be implemented within 
a gateway device if the vehicle uses a gateway to bridge 
CAN busses. The OBD security module authenticates the 
OBD connected device then applies the corresponding 
security policy as specified by the OEM.

•• OEMs: The OEMs are responsible for establishing 
policies to be enforced by the OBD security module. 
The OEM provides a process by which ODB device 

manufacturers may request security policies for 
their devices. The OEM also serves as the public 
key Certification Authority (CA) for the vehicles 
it manufacturers. The OEM holds the private 
key and loads the corresponding public key into 
each OBD security module. The OEM uses its 
private key to digitally sign certificates for OBD 
device manufacturers.

•• OBD device manufacturers: The manufactures 
receive an X.509 certificate from the OEM and act as 
a certification authority for the devices they produce. 
They also produce a private/public key pair for each 
device manufactured. They use their private key to sign 
certificates which are bound to their product. These 
certificates contain the public key of the manufactured 
device as well as the security policy the OEM approved 
for the product.

•• OBD device and certificate: The device which will 
plug into the OBD port contains a public/private 
key pair unique to that device. The public key is also 
contained in the device certificate signed by the device 
manufacturer. The device uses trusted storage (e.g. a 
secure microcontroller) to protect its private key.

•• Policy change authorization token: The OEM creates 
a token and digitally signs it. This token flows from 
the OEM, to the OBD device manufacturer, into an 
OBD device and finally into the OBD security module. 
The OBD security module is able to verify the digital 
signature applied by the OEM.

These entities work together during the certification 
process and operation as described below.

Certification Process
The OEM controls the certification process for OBD devices 
which will interact with the OEM’s vehicles. The method 
the OEM uses to certify a manufacturer and their devices 
is outside the scope of this paper. It is expected to include a 
statement by the manufacturer regarding the access rights 
their device needs in order to perform its intended function. 
The OEM would typically perform a risk assessment which 
takes into account the level of confidence placed in the OBD 
device and the potential for introducing a security or safety 
risk to the vehicle. At the end of the risk analysis the OEM 
and OBD device manufacturer agree upon the security policy 
the vehicle will apply to the device. The remainder of this 
subsection describes the process for binding the OEM speci-
fied security policy to the OBD device.

The public key material and a corresponding public key 
infrastructure to allow the vehicle to verify the OEM speci-
fied security policy to be applied to an OBD device is outlined 
below and shown in Figure 3.

1.	 The OEM creates a public/private key pair. The private 
key is protected in a hardware security module and 
backed up by the OEM.
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2.	 The OBD device manufacturer creates a public/private 
key pair and sends the public key to the OEM along 
with the manufacturer identification data using a 
certificate signing request protocol (e.g., Certificate 
Management Protocol (CMP) [6]).

3.	 The OEM uses the OEM certification authority 
private key to digitally sign a certificate (e.g. X.509v3) 
containing the OBD device manufacturer identity and 
public key.

4.	 The OEM creates a policy change authorization 
token which includes the changes to the policy and 
the manufacturer, make and model of the set of 
devices associated with this authorization token. The 
authorization token is signed using the OEM private 
key and sent to the OBD device manufacturer.

5.	 A public/private key pair are created for the 
OBD device.

6.	 The OBD device manufacturer uses the OBD device 
manufacturer private key to sign a certificate for the 
OBD device containing the device identification data 
(manufacturer, make and model) and the device public 
key. The OBD device manufacturer also loads a copy of the 
OBD device manufacturer certificate into the OBD device.

At the end of the process above the OBD device contains

•• Device manufacturer certificate - Signed by the OEM

•• Device certificate - Signed by the device manufacturer

•• Policy change authorization token specific to the OBD 
device type (manufacturer, model) - signed by the OEM

During the vehicle manufacturing process the OEM loads 
the OEM public key into the OBD security module.

Sample Policies
The sample policies below illustrate the application of security 
policy within the OBD security module to enhance vehicle 
security and safety.

•• Safety: Assume that CAN message ID 5 with content 0000 
0000 0000 1111 tells the brake system to vent pressure 
from the wheel cylinders. This is typically done to bleed 
air out of the hydraulic brake system. The OBD security 
module default safety policy would block message ID = 5, 
content 0000 0000 0000 1111 from being injected via the 
OBD port. (The policy would likely block a broad set of 
messages.) This would prevent a compromised OBD device 
(e.g. insurance dongle with a modem) from disabling the 
brakes on a vehicle [12]. A tool certified by the OEM to 
be used by a service technician to bleed the brakes would 
have an authorization token which turns off this policy, 
thus allowing the service technician to bleed the brakes. If 
another device (e.g. a compromised insurance dongle) was 
plugged into the OBD port after the technician serviced the 
vehicle, the safety policy would prevent the compromised 
dongle from issuing the bleed brakes command to the 
vehicle. The authorization token is only in effect while the 
device linked to the authorization token is plugged into the 
OBD port and using the randomly generated cryptographic 
key from the OBD security module.

•• Security: The keyless entry system on a vehicle is able to 
send a CAN bus message to unlock the doors. However, 
a compromised OBD device could also send an unlock 
command, allowing a thief into the vehicle. Therefore, 
a security policy in the vehicle security module would 
be to block “unlock door” messages sent into the vehicle 
via the OBD port unless the OBD device has provided a 
policy change authorization token signed by the OEM.

 FIGURE 3  Creation of OBD device credentials.
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One can imagine many more threats and policies which 
would block those threats. In general, the OBD security 
module policy should be to block messages from the OBD 
device unless the device has a policy change authorization 
token opening up the policy. A few of the many types of policy 
changes which could be requested for an OBD device include:

•• Allow the device to limit the speed of a vehicle. This may 
be used in fleet management applications.

•• Allow the device to load new firmware on an ECU.

•• Allow the device to read the GPS coordinates of a vehicle 
so the OBD device can provide vehicle tracking

•• Allow a device to remotely start the engine of a vehicle

•• Allow the device to send a command to change the 
emissions control setting on a vehicle

The OEM is responsible for the policy specification in the 
OBD security module as well as the format used within the 
policy change authorization token. The authorization token 
could take many forms depending upon the structure used for 
specifying policy within the OBD security module. Data fields 
which would be typical in the authorization token include:

•• Applicable vehicles: A device may be allowed to 
change the policy on vehicles produced since 2016 
but not before. The device may only be licensed with 
the OEM to be used on certain models and therefore 
the authorization token would identify the set of 
licensed vehicles.

•• Policy/rule identifier: Depending upon how the OEM 
manages policy/rules in the OBD security module, the 
token may specify the number of the rule which is to be 
modified or turned off, e.g. “turn off rule 3.”

•• Allowable message ID list: Most firewalls and OBD 
security modules operate using a “deny unless explicitly 
allowed” model. Thus, if the policy does not explicitly 
allow a message ID, that message ID would be blocked. 
An “allowable message ID” field could specify IDs which 
are allowed to pass across the OBD port.

•• Specific message ID/value pairs: Frequently there are 
multiple parameters within a message. e.g. one byte 
could control the throttle position while another byte in 
the same message controls the amount of fuel delivered. 
The default policy could allow message ID x but only 
allow a specific set of parameters. e.g. only allow byte 
specifying the amount of fuel to be between 10 and 100. 
The policy could allow an authorized device to change 
these parameter limits.

5. Operation
The OBD security module would typically ship with a 
default security policy. This policy specifies the types of 
messages allowed to f low to and/or from the vehicle to 

a device plugged into the OBD port. The policy change 
authorization token specifies changes to be applied to the 
policy when the device associated with the authorization 
token is plugged in.

Up to this point the focus has been on creating the infra-
structure and the process of creating policy. What actually 
happens in the field when a device is plugged into the OBD 
port of a vehicle equipped with an OBD security module? Two 
cases of interest are outlined below.

Non-Certified Devices. 
No Extra Privilege
When a device which has not been certified by the OEM (e.g. 
a legacy insurance dongle) is plugged into a vehicle, the OBD 
security module will attempt to authenticate the device and 
obtain the policy change authorization token. Obviously, a 
legacy OBD device will not complete the authentication. The 
OBD security module will simply enforce the default policy 
established by the OEM.

The default policy could allow the OBD device to observe 
all CAN traffic but not allow the device to inject any messages 
into the vehicle. A more practical and fair policy is to allow 
a set of diagnostic SIDs required for emissions compliance 
testing that are known to be benign. Allowing diagnostics 
SIDs does not put vehicle in danger since they only read 
information and do not modify anything. A recommended 
default policy would also allow reading Diagnostic Trouble 
Codes (DTCs) and clearing them. This semi-open default 
policy is still secure while preserving all legitimate legacy 
use cases.

Certified with Privilege
When a certified OBD device is plugged into a vehicle, the 
OBD security module and OBD device will perform the 
protocol exchange described above in subsection Public Key 
and Figure 2. This protocol exchange and cryptographic 
processing within the OBD security module accomplishes 
the following:

•• Allows the OBD security module to confirm the identity 
of the device connected to the OBD port

•• Allows the OBD security module to confirm that the 
policy change authorization token is bound to the device

•• Allows the OBD security module to confirm that the 
policy change authorization token was authorized by the 
vehicle OEM.

•• Allows the OBD security module and OBD 
device to establish a cryptographically protected 
communications channel.

The OBD device will be able to perform all of the func-
tions it has been certified for. There is no need for additional 
manual operations by the vehicle owner or technician to 
enable the OEM approved security policy modification.
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6. Design Considerations
There are many possible variations to the approach described 
above. Some of the considerations to consider when designing 
this system are discussed below.

Implementation Cost
How much will it cost the OEMs and OBD device manufac-
tures to implement such a system?

Certification Authority It is not necessary for the policy 
change authorization token to interoperate with vehicles from 
other OEMs or any government entities. Thus each OEM 
is free to serve as the certification authority for their own 
vehicles. This eliminates the costs associated with a 3rd party 
certification authority.

Certification Cost The certification cost are expected 
to roughly correspond to the level of risk associated with a 
device. Here, risk is driven by the range of authorized CAN 
messages (commands) and the type of access required to cause 
the OBD device to send data.

A device which only reads data viewable at the OBD port 
but never writes data into the port essentially has no privilege 
and thus would not require any certification of authentication. 
The policy implemented in the OBD security module would 
block the device from sending any unauthorized messages 
into the vehicle.

A device which only requests diagnostic trouble codes 
would require little or no certification. Typically the OEM 
default policy in the OBD security module would allow any 
device to make benign requests.

A device which performs only limited functions (e.g. 
limit the speed of the vehicle using a well-defined set of 
CAN messages) but does not have authorization to manipu-
late safety critical systems (steering, brakes) would require 
minimal review to certify.

A device which performed safety related diagnostics 
(manipulate ABS) or triggers events related to physical security 
(unlock doors) would require a more rigorous certification 
effort to ensure that the device could not be easily misused. 
If such a device had no external access (e.g. the device is only 
controlled by a technician pressing buttons) it would be low 
risk and require a minimal certification. In contrast a similar 
OBD device which is wirelessly connected to a repair shop 
network or cellular network would require a more stringent 
certification effort.

Key Storage A concern in environments containing 
cryptography is the protection of keying material [15]. The 
approach being described here requires the OEM to protect 
their private key material in a hardware security module. The 
number of hardware security modules required by an OEM 
is small so cost is not a problem.

The OBD security module stores only public key material 
so the integrity of the public key must be protected. The OBD 
security module does not require hardware to store a private 
key. Thus, OEMs are free to use a range of microcontrollers 
available from multiple competitors.

The devices which connect to the OBD port will be 
required to store private key and thus must have trusted 
storage. Fortunately, new microcontrollers are available 
with trusted storage technology which can store crypto-
graphic keying material in low cost hardware to prevent 
tampering and thus improve trust in the overall public 
key environment. Key material in this trusted store may 
be used by the local cryptographic engine but the keys 
cannot be extracted.

The bottom line is that the cost of protecting the crypto-
graphic keys is not a significant issue.

OBD Security Module Many OEMs already include 
some type of gateway module within their bus architecture 
to route traffic to/from the OBD port and CAN busses. The 
security function described here may be implemented within a 
gateway module with modest processing and storage reserves.

Potential Costs of not Adding 
Security
OEMs are forced to make a decision regarding the costs of 
adding security as outlined above versus the potential costs 
of not providing security. The following factors conspire to 
make the analysis difficult.

•• Lack of historical data: The connected car is relatively 
new and to date most of the attacks have been carried 
out by researchers, not attackers with hostile intent. We 
will not know the frequency or severity of attacks for 
several years. Thus, OEMs are forced to look at other 
industries and extrapolate the risk to their market.

•• Deterrent effect: Security features (both cyber and 
physical) tend to deter illegal activity. Thus, if OEMs 
do implement security and few attacks occur it raises 
questions about how many attacks would have occurred 
if security was not implemented.

•• Financial impact: The financial impact of an event can 
depend upon public perception, the court system and 
the opinion of Government authorities. Will the OEM 
be viewed as negligent or will all responsibility be placed 
upon the attacker?

The following scenario is given as a framework for 
discussing the potential costs of not addressing OBD security. 
It is very speculative for the reasons listed above.

There are currently about 4M vehicles with OBD devices 
containing cellular modems (e.g. Insurance company provided 
devices for monitoring driving behavior). The majority of these 
contain security vulnerabilities. Assume that the targeted 
OEM has 100,000 vehicles using an insecure cellular dongle. 
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Attackers have demonstrated the tendency to attack large 
targets. This allows them to develop the attack once and use 
it many times. Windows PCs represent an example of a large 
target. Thus, an OEM with a large fleet makes for a large target.

Assume that attackers are able to compromise 1% of the 
OEMs 100,000 vehicles with cellular devices. What could the 
attackers do?

•• Hold the vehicles for ransom by preventing operation of 
the vehicle

•• Attempt to involve the vehicle in an accident by 
interfering with acceleration, braking or steering.

What would be the costs of the compromise? OEMs 
could look at historical data involving a similar number of 
vehicles with a common defect as a calibration point. (Faulty 
ignition switches, SUVs with tire problems prone to rollover, 
unintended acceleration) They could then sum the costs of 
the following.

•• Class action lawsuit

•• Government fines

•• Mandated recall

•• Damage to brand image and perceived lower value 
of vehicles

What is the proper decision in the face of such uncertainty?

Technology Options
The system description above is intentionally generic to allow 
an OEM and their tool partners to select specific technolo-
gies and processes suitable for their business. Variations in 
the process described above that would produce a similar 
result include:

•• Cryptographic algorithm: The public key algorithm 
could be RSA or elliptic curve.

•• Cryptographic key length: The various public key pairs 
(OEM, OBD device, and manufacturer) could use 
different key lengths appropriate to the perceived threat.

•• Certificate structure: The certificates could be X.509 
v3 certificates, IEEE 1609.2 [4] or a proprietary format. 
However, there is a large base of mature software 
available for X.509 certificates.

•• Public Key infrastructure (PKI): The PKI could be a 
simple structure in which the OEM serves as its own 
root of trust. (aka Root certificate authority). The 
system could use a larger and more complete PKI 
in which the root of trust is above the OEM. This 
type of structure could allow one OBD device to be 
recognized by OBD security modules associated with 
multiple OEMs.

•• Key exchange protocol: Many different protocols exist to 
establish the secure communications between the OBD 

security module and the OBD device. The TLS protocol 
provides a worked example which has been thoroughly 
reviewed by the security community.

•• Policy change authorization token distribution: The 
authorization token could be distributed by embedding 
it within the OBD device such that the OBD device 
is the transport mechanism. The authorization token 
could be embedded in the OBD security module 
firmware and activated when an authorized OBD 
device authenticates itself. The authorization token 
could be fetched in real time by either the vehicle or the 
OBD device.

•• Authorization token structure: The structure of the 
policy override could be a complete replacement of 
the default OBD security module policy. Alternatively 
the structure could simply identify changes to the 
default policy.

�7. Summary/Conclusions
This paper has presented an approach which provides the 
industry with an alternative to the one-size-fits-all security 
policy for the OBD port.

The approach provides OEMs with the f lexibility to 
change the security and/or safety policy of the OBD security 
module in the field using a cryptographically protected autho-
rization token which is cryptographically bound to the OBD 
connected device.

This same policy change concept may be applied to 
devices or services accessing the vehicle via any of the TCU 
interfaces (Cellular, Wi-Fi, Bluetooth or even USB). The device 
or service attempting to access the vehicle would be required 
to perform a cryptographic handshake with an access control 
function within the vehicle. The device or service requesting 
access would pass its X.509 certificate containing identifica-
tion data along with policy change authorization data to the 
access control function within the vehicle. The vehicle could 
then enforce access rights established by the OEM specifically 
for the device or service requesting access.

The industry should determine if there is a need to protect 
vehicle from unauthorized message injection via the OBD 
port. Assuming there is a need, SAE could serve as the leader 
in coordinating the development of a standard to move from 
concept to fielded solution.
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Definitions/Abbreviations
ABS - Anti-lock braking system
ADAS - Advanced driver assistance systems
AES - Advanced Encryption Standard. NIST FIPS 197
CA - Certification authority
CAN - Controller area network
CANFD - CAN with flexible data-rate
CMP - Certificate Management Protocol
DLC - Diagnostic link connector
ECU - Electronic control unit
FIPS - Federal information processing standards
GPS - Global positioning system
NHTSA - National Highway Traffic Safety Administration
NIST - National Institute of Standards and Technology
OBD, OBD-II - �On-board diagnostics (~1988) and On-board 

diagnostics version 2 (~1997)
OEM - Original equipment manufacturer
PID - Parameter identifiers. See SAE J1939
PKI - Public key infrastructure
RBAC - Role based access control
RSA - �Ron Rivest, Adi Shamir and Leonard Adleman public 

key cryptographic system
SCEP - Simple certificate enrollment protocol
SID - Service identifier. See SAE J1939
TCU - Telematics control unit
TLS - Transport layer security
X.509 - �International Telegraph Union standard for public 

key certificates
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Abstract
SmartDeviceLink (SDL) is open-source software that connects the vehicle’s infotainment system to 
mobile applications. SDL includes an open-source software development kit (SDK) that enables a 
smart-device to connect to the vehicle’s human-machine interface (HMI), read vehicle data, and 
control vehicle sub-systems such as the audio and climate systems. It is extensible, so other conve-
nience sub-systems or brought-in aftermarket modules can be added. Consequently, it provides a 
platform for cyber-physical systems that can integrate wearables, consumer sensors and cloud data 
into an intelligent vehicle control system. As an Open Innovation Platform, new features can be 
rapidly developed and deployed to the market, bypassing the longer vehicle development cycles. 
This facilitates a channel for rapid prototyping and innovation that is not constrained by the tradi-
tional process of automotive parts development, but is rather on the timeline of software develop-
ment. This allows parties other than the OEM, including third party developers, universities, and 
startups, to quickly integrate their applications into the car. By digitizing the controls into a program-
mable application program interface (API), we can incorporate machine learning and ambient 
intelligence to learn user preferences and needs over time and intelligently pre-set them automati-
cally. This can disrupt the traditional model of the human machine interaction. This is particularly 
important as transportation moves towards autonomous vehicles. In this paper, we discuss some 
specific examples using SDL to enhance the transportation experience, including intelligent air 
quality and climate control, enhanced radio interface, mobility service applications, and innovative 
intelligent vehicle features.
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Introduction

The automotive industry is experiencing an era of 
expanded technology opportunity, particularly in the 
areas of vehicle electronics and connectivity. The 

industry has developed methods of innovation and product 
development suited to the production of very robust 
commodity products in a highly optimized, global manufac-
turing system. In recent years, vehicle infotainment systems 
have been combined with internet services via the wireless 
cellular data network to create new opportunities. This combi-
nation disrupts the traditional development process signifi-
cantly. New methods of innovation and development are 
needed for this era of rapid development.

Open innovation is a topic within the field of innovation 
management. The term has been promoted by Henry 
Chesbrough from the Center for Open Innovation at the 
University of California. He has written books and papers on 
the subject [1, 2], although the idea has been discussed as far 
back as 1960s [3]. The fundamental premise is that properly 
managed inflows and outflows of knowledge can improve 
innovation within a firm while creating new markets of the 
technology outside the firm.

In a new business model, a good understanding of the 
value proposition, target market, value chain, revenue 
mechanism(s), value network, and competitive strategy is 
needed to extract value from the technology. Developing this 
understanding often involves a process of trial and error and 
can take considerable time. A firm with a new technology 
needs to develop the business model very quickly. Most of the 
time, firms and industries operate with a closed innovation 
strategy where incremental technological improvements drive 
product differentiation, meet new government regulations, 
market changes, etc. These firms frequently compete by being 
lean and robust, but lack the resources to consistently create 
value from rapidly changing technology.

The value network, or ecosystem, is developed through 
an evolutionary process that begins pretty chaotically but ends 
in business model(s) that add value. Early in the process, 
members of the ecosystem have varied characteristics, motiva-
tions, and contributions to make. As the ecosystem matures 
through trial and error, the necessary operational components 
become clearer, and some members may drop out while others 
may commit more resources. There can be mergers, spinoffs 
and selloffs until a stable business is established, commoditiza-
tion sets in and a closed innovation model is once 
again preferred.

In software development, open source is a key enabler for 
an open innovation platform. The ecosystem consists of 
member firms working together on a common software 
platform that allows innovators to develop technology and 
business models utilizing road vehicle entertainment systems 
for live testing for their concepts. In the following sections, 
the authors introduce their open innovation platform and 
several use cases, hoping to encourage technology entrepre-
neurs to join their ecosystem.

Open Innovation Platform
SDL is the focus of an open innovation ecosystem intended 
to discover new businesses arising from recent technology 
advancements. These new businesses may be based on unex-
pected combinations of hardware, software, and ecosystem 
members that are admittedly difficult to predict at this point. 
Therefore, the adaptive nature of open innovation approach 
is necessary.

The SDL Open Innovation ecosystem is intended to 
involve members from large and small firms that may develop 
software, hardware or both. Currently the SDK is targeted to 
mobile devices that support iOS and Android operating 
systems but is open to new hardware devices if they support 
Bluetooth, WiFi and/or USB.

The ecosystem also accommodates members from other 
automotive OEMs, suppliers and after-market companies that 
wish to implement the core application (Figure 1) on their 
infotainment platforms. The openness of the platform makes 
possible many different alliances of development partners, 
OEMs, suppliers and aftermarket companies. The nature of 
the software interfaces is such that members can have very 
different business priorities, development cycles, revenue 
models and technologies.

SDL allows mobile apps to read vehicle data and control 
vehicle sub-systems such as the audio and climate systems. It 
is extensible, other convenience sub-systems or even brought-
in aftermarket modules can be added. Figure 2 shows how 
SDL Core interfaces with the rest of the vehicular sub-systems 
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 FIGURE 2  Vehicle systems flowchart.

 FIGURE 1  Innovation ecosystems.
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and features. These features include navigation systems, 
climate control, GPS, geo-fencing, speech recognition, radio, 
audio equalizer, etc.

SDL facilitates a channel for rapid prototyping and 
innovation that is not constrained by the traditional process 
of automobile parts development but is rather on the 
timeline of software development. This allows parties other 
than the OEM, including third party developers, universi-
ties, and startups, to quickly integrate their applications 
into the car using mobile device apps. By digitizing the 
controls into an open source programmable application 
program interface (API), it is possible to incorporate 
machine learning and ambient intelligence to learn user 
preferences over time and intelligently pre-set them auto-
matically. This can disrupt the traditional model of the 
human machine interaction.

This paper describes a system to connect the rider to the 
vehicle. It f irst begins with an introduction into 
SmartDeviceLink and its capabilities to show how it can be 
used as an Open Innovation Platform for the vehicle. This is 
followed by examples of innovative features for the Connected 
Car using SDL.

The first use case is an intelligent climate control system, 
integrating brought-in sensors and wearable devices for auto-
mated climate and air quality control. This utilizes air-quality 
sensors to detect both the interior and exterior air quality 
and adjust the fan speed and recirculation vent appropriately 
to maintain clean air within the vehicle cabin. This has 
particular use in high-density cities high air pollution. 
Furthermore, we discuss the usage of wearable devices with 
cloud data to create an intelligent climate control system 
based on real-time feedback from the vehicle occupants to 
improve the user experience.

The second example is for a hybrid radio system, which 
combines internet content providers with broadcast radio 
services. We will demonstrate an example of hybrid radio 
implementation with a mobile app called NextRadio. 
NextRadio receives the FM radio in the car and combines it 
with metadata received on the smartphone to enhance the 
radio experience in the vehicle. Album art, song information, 
and music genre are added to the display. Additionally, it 
enables selection of radio stations within range of the vehicle 
by genre or current song, none of which is possible with just 
FM radio.

The third example is a mobility application, specifically 
ride-sharing. In this case, SDL acts as the medium to enable 
not the driver but the passenger to control the vehicle sub-
systems from their phone, either in a taxi or ride-share or in 
a large passenger vehicle. This allows for dynamic control of 
their preferences from their phone based on various meta-
data, which we can learn about them over time. This also has 
great implications for autonomous vehicles, which may lack 
a familiar console interface to control these options.

We discuss the implications of this system as a whole and 
how it fits into the current trends in Mobility. Finally, we also 
touch on some other examples including audio equalizer and 
auto-high beam.

SmartDeviceLink Overview
SmartDeviceLink (SDL) is an open source project pioneered 
by Ford Motor Company that connects in-vehicle infotain-
ment systems to smartphone applications allowing auto-
makers the opportunity to provide customers with highly 
integrated connected experiences, and app developers with 
new and exciting ways of connecting with their customers 
(Figure 3). It is managed by the open source community, 
SmartDeviceLink Consortium Inc. (SDLC), which includes 
companies such as Ford Motor Company and Toyota Motor 
Company. It is open to OEMs, suppliers and app developers 
who are integrating with SDL or have plans to integrate with 
SDL in the future [4].

SDL comprises of head unit software, known as SDL core, 
and mobile SDKs for Android, iOS, and cloud configuration. 
SmartDeviceLink can be treated as a specification which can 
be implemented by arbitrary developers. Nevertheless, open 
source implementation is provided. SDL core’s implementa-
tion is provided in C++. It supports several transport proto-
cols: Bluetooth, WiFi and USB. SmartDeviceLink supports 
both media and non-media apps. Media apps are dedicated 
to audio streaming and provide an alternative user interface 
(UI) to the native media UI, which usually include FM/AM/
XM, and CD. Non-media apps extend the built-in applica-
tions, and normally read vehicle data and provide added func-
tionality to the driver. The head unit defines four states called 
HMI_LEVEL for each connected mobile app: FOREGROUND, 
LIMITED, BACKGROUND, and NONE.

When the app is selected from the head unit, it opens a 
predefined UI templates and is put in FOREGROUND state, 
which gives the app all of its allowed permissions. Once 
opened, the driver may switch to a different screen on the head 
unit, such as the navigation screen. If the driver navigates to a 
different screen on the head unit, the app enters BACKGROUND 
state where most of its permissions are lost. A LIMITED mode 
is defined for media apps. This mode is entered if the HMI is 
displaying the predefined UI template, but does not have 
propriety. This can happen if an app is streaming music and 
the driver receives a phone call for example.

Mobile applications can communicate with SDL through 
the SDL software development kit (SDK), which is available 
for Android and iOS platforms [5]. The SDK makes the app 
discoverable by the vehicle’s head unit. It exposes a set of 

 FIGURE 3  SDL architecture.
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remote procedure calls (RPCs) through a defined set of appli-
cation programming interface (API). In brief, the app instanti-
ates an instance of the SDL proxy class, provided by the SDK, 
which handles the communication between the app and the 
vehicle. The RPCs are methods of the proxy class. Moreover, 
the proxy class receives the vehicle’s notifications and makes 
them available for the mobile app.

Different OEM’s can implement SDL and provide different 
capabilities. Once the proxy starts within the app and connects 
with the vehicle, basic information about vehicle capabilities 
such as vehicle’s language, audio capabilities, etc. are imme-
diately made available to the app. The app can further query 
for specific capabilities through the proxy APIs. Although the 
RPC implementation is not directly exposed to the app devel-
oper, it is worth noting that the RPC protocols are imple-
mented as JSON strings.

A remote control extension for SDL is created and is avail-
able in the public repository. The extension consists of addi-
tions to SDL core inside the vehicle and to the mobile SDK for 
Android and iOS. Three major RPC’s responsible for remote 
control, and their corresponding APIs are shown in Table 1. 
These APIs provide enough abstraction for mobile apps to 
control vehicle modules with different capabilities inside 
vehicles by different OEMs.

Security Considerations
As with any open source platform and wireless applications, 
a major consideration for any system is security. In the case 
of SmartDeviceLink, the base security mechanism is pre-
defined, but the OEM can extend it to add additional layers 
of security. Apps during testing phases can also have more 
privileges than during release.

The core of SmartDeviceLink security is the policy table, 
which is hosted in the cloud by the OEM. Each 
SmartDeviceLink App requires an App ID to be generated by 
the OEM, which identifies the app in the policy table. Each 
App ID is associated with an explicit set of RPCs which the 
app can execute in each of the four HMI_LEVEL states of the 
app. If the App ID is not present in the table or if the app 
attempts to execute an RPC not listed in its HMI state, it will 
be denied. In this way, the OEM has central control over all 
app permissions and modes. Usage of a new app prompts an 
update of the policy table from the cloud. Updates can also 
be set to be done periodically. Vehicles are shipped with a 
default policy table at the outset.

Security starts by requiring the application developers to 
request an App ID from the OEM and specifying what APIs 
are required. The OEM can choose to group the APIs into 
logical groups which are referred to as functional groups. Each 

OEM can group the APIs differently, or not group them at all 
for more control.

Once App ID is approved, the OEM registers that App 
ID on a server and specifies which function groups can be 
used, and in what HMI state (FOREGROUND, LIMITED, 
BACKGROUND, NONE). Whenever the mobile application 
establishes connection, it tries to download a policy table auto-
matically from the Cloud which contains the app’s privileges. 
The policy table implementation and security is left to the 
OEM, and it is highly recommended that this policy table be 
encrypted. The mobile application will then be able to call 
APIs as dictated in the policy table.

If the OEM wants to revoke App ID permissions, the 
OEM has to modify the entries for the App ID in the cloud. 
As soon as any arbitrary mobile application downloads a new 
policy table to the vehicle, the specified App ID gets revoked.

Without any enhancements, the default security model 
for SmartDeviceLink protects against average user misuse 
only. The App ID can be reverse engineered in the current 
model, and updates to the policy table do not occur if there is 
no internet connection. This can be enhanced by the OEM in 
several ways. For example, it would be possible for the OEM 
to not keep any persistent policy table inside the vehicle, and 
hence severely limit the capability if there is no internet 
connection available. It is also possible to force the permis-
sions for a given App ID to expire after a given time as long 
as the vehicle has a tamper-proof clock available.

To protect the App ID from reverse engineering, the 
mobile application could obtain an encrypted App ID from 
the third-party server and decrypt it in the head unit. This 
would make it possible to use asymmetric encryption, similar 
to how the HTTPS protocol works. An API can be added to 
SmartDeviceLink and be configured such that all mobile apps 
have access to it at any time. Each mobile application would 
act as a relay between the head unit and the third party server, 
and then the third party server sends the App ID for the 
mobile application securely to the vehicle. For this to work, 
the customer would have to provide credentials to login to the 
server in order for the server to respond back to the head unit. 
The login mechanism in this case would most likely be the 
weakest link since a human is involved. If an attacker stole a 
username and password, the attacker could then use the third-
party server to personalize an App.

Regardless of the security model used, it is highly recom-
mended that the OEM give the ultimate control to the vehicle 
owner. Whenever a mobile application attempts to call a 
remote control API for the first time in an ignition cycle, a 
pop-up screen with timeout timer can be displayed to the 
driver to grant remote control permission to the mobile appli-
cation. Moreover, at all times there must be a notification on 

TABLE 1 SDL remote control APIs.

API Parameters Description
getInteriorVehicleCapabilities() Zone Returns supported modules the vehicle is equipped with (Radio, Climate Unit...).

getInteriorVehicleData() Zone Module Reads module data. Modules are obtained from getlnteriorVenicleCapabilities.

setIInteriorVehicleData() Zone Module, Data Control API. Sets the data of the Module for the specified zone
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the head unit display that there is a mobile application 
running capable of remotely controlling the vehicle. At any 
time, the driver can navigate to the proper menus to disable 
remote control ability for a specific application or for all 
applications simultaneously.

Other security considerations arise depending on the 
implementation specifications. For example, Denial of 
Service attacks can be possible if the mobile application keeps 
causing remote control permission pop-up to appear. A 
mobile application may increase the load of the CAN bus if 
it can keep requesting parameters to change at a fast rate. If 
the mobile application can cause a menu on the head unit to 
change, another form of Denial of Service is possible. Solving 
these challenges is left to the OEM because they depend on 
the OEM’s architecture and specification. Finally, the OEM 
is strongly advised against adding API’s which affect the 
vehicle’s torque.

Climate Control and  
Air Quality
In this section, we discuss how SDL-RC can be used to create 
innovative models for enhanced climate control that allows inte-
gration of brought-in sensors and cloud information (Figure 4).

Climate comfort in the vehicle involves a system of inte-
grated heating, ventilation and air conditioning (HVAC), 
either controlled manually or automatically [6]. Automotive 
HVAC systems vary in capabilities, from a basic system that 
just maintains the set temperature to one that adjusts based 
on temperature, humidity and sun-load sensors. High-end 
vehicles feature multi-zone automatic climate control that 
differentiates driver, front passenger and rear passenger zones. 
Some even have infrared sensors that monitor the occupants’ 
surface temperature.

Further advancement includes the addition of air quality 
management. This is an increasing concern as urban areas 
continue to grow. It is characterized by an Air Quality Index 
(AQI), which is an indicator of the health impact of the air as 

measured by the concentration of harmful gases and particu-
lates in the air. Cabin air quality can be improved through 
proper management of the climate control system [7].

As shown in Figure 5, a sensor (powered by ChemiSense, 
www.chemisense.com) installed in the vehicle measure 
different pollutants in the cabin air, such as PM2.5 (particulate 
matter less than 2.5 micron in diameter), carbon monoxide 
(CO), and hydrocarbons (HC). The sensor communicates with 
the mobile app and sends the measurements of the different 
pollutants periodically. The app communicates with the 
climate control system through SDL, modifying the param-
eters shown in Table 2. A threshold is defined in the mobile 
app, such that when PM2.5 or other important chemical 
measurements exceed that threshold, a clean cycle is initiated. 
The recirculation door is closed if it is not already closed, and 
the blower speed is increased, causing the cabin air to flow 
through the air filter continuously. This filters the cabin air.

Also, the system in Figure 5 leverages cloud information 
about air quality. If there is a spike of pollution in the external 
air, the system can switch to recirculation while the vehicle is 
passing through the polluted area. This architecture has been 
piloted in China and demonstrated effectiveness of the 
proposed solution [8].

 FIGURE 4  Diagram of SDL connections.

 FIGURE 5  Air quality diagram and image of 
ChemiSense sensor.

TABLE 2 SDL parameters for climate control.

Parameter Description
acEnable Toggles AC ON/OFF

desiredTemp User input (the set temperature 
in the head unit).

fanspeed Blower speed in %

currentTemp Outside Ambient Temperature

temperatureUnit Unit of the temperatures

circulateAirEnable Air recirculation ON/OFF

autoModeEnable Auto mode value ON/OFF

defrostZone Front, Rear defrost ON/OFF

dualModeEnable Dual mode is ON/OFF for units 
supporting zone control©
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As seen in the example, using SDL, the intelligence in the 
system is implemented on the smartphone. The smartphone 
can connect to brought-in air-quality sensors of the customer’s 
choice. This circumvents the need for automotive-grade 
sensors to be developed and greatly expedites the process of 
getting this feature into the vehicle, given that automotive-
grade air quality sensors in the market are limited.

Furthermore, this adds the ability to incorporate intel-
ligence into the algorithm to automatically make the necessary 
adjustments to maintain both cabin comfort and air quality 
[9]. For example, if the system learns that a particular rider 
consistently adjusts the temperature higher than average, then 
it can remember this and apply it to future rides, even in 
climates distinct from where it observed this preference. With 
this information, the vehicle can even pre-condition the cabin 
to its best guess at climate preferences prior to picking up the 
rider. If he or she adjusts the settings, it can record this and 
further improve its understanding of the rider’s preferences.

Wearables and Automated 
Climate Control
To further the ambient intelligence system, we have incor-
porated wearable devices that measure the wearer’s skin 
temperature via a wrist-worn skin contact sensor. If the 
wearer is cold, the system can automatically increase the 
cabin temperature, and vice versa. This can be facilitated by 
a learning system that tracks trends and potential causes of 
the wearer’s discomfort. The architecture of such a system is 
shown in Figure 6.

Hybrid Radio
Recent years have seen rapid growth of novel vehicle info-
tainment options that leverage connectivity platforms 
between phone apps and the vehicle HMI through, for 
example, Pandora, Spotify, and TuneIn radio. Although the 
popularity of these services challenges the radio industry, 
traditional AM/FM radio is still the most prevalent in-car 
infotainment option. AM/FM radio has a number of advan-
tages, especially as an in-vehicle entertainment option. It 
delivers local and national content that is free, convenient, 

and is generally available in places where data coverage is 
fragmented. It is governed by well-established government 
authorities with regulations and international treaties that 
provide defined standards across political boundaries. AM/
FM Radio can also take advantage of vehicle connectivity 
platforms to introduce innovative ways of enhancing the 
experience of traditional broadcast.

Hybrid radio is an emerging concept that enhances tradi-
tional broadcast radio with internet connectivity to provide 
a richer user experience and potential enterprise value. An 
example of a hybrid radio application that can be demon-
strated today is NextRadio. The NextRadio mobile application 
is currently available on many popular cellphones sold in the 
United States. It takes advantage of the FM radio built into 
the cellphone to receive audio content. It also uses a cloud 
based platform, called TagStation (Figure 7), to create an inter-
active real-time experience. TagStation enables the radio 
industry to manage metadata associated with the broadcasted 
content. TagStation is unique in that the cloud-service inter-
faces directly with the radio station’s live on-air system, which 
allows for event by event metadata management. NextRadio 
synchronizes the broadcast signal with the backend meta-data 
provided by a TagStation server to supplement the audio 
content with additional information such album art, listener 
feedback, song tagging, and social integration.

NextRadio can be naturally extended to the in-vehicle 
environment leveraging SDL, while taking advantage of 
existing car radio equipment. The vehicle has more electrical 
energy capacity than the cellphone. Consequently, the location 
system in the vehicle is more robust than in most cellphones 
and using the vehicle’s GPS instead of the mobile phone’s saves 
power on the cellphone battery. Similarly, the audio system 
in the car is better powered, larger and is tuned for the vehicle 
cabin compared to the mobile device. In integrating SDL with 
NextRadio we can leverage the radio parameters available for 
radio control presented in Table 3.

In order to obtain the meta-data for the station, the 
current station needs to be identified. To do this, the radio 
band (AM/FM) and currently tuned frequency from the 
vehicle are sent to TagStation from the NextRadio app. For 
vehicles with HD Radio, additional data includes HD Radio 
status, and the currently tuned HD Radio subchannel. 

 FIGURE 7  NextRadio and TagStation.
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 FIGURE 6  Architecture of intelligent climate control.
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Global Positioning System (GPS) location data supplied by 
either the vehicle or the cellphone are also used to confirm 
the identity of the currently tuned radio station.

After the station is identified, TagStation sends back the 
meta-data for the specified station. Then, using SDL functions, 
the NextRadio App provides supplemental content and soft 
buttons and meta-data with associated voice commands for 
the possible actions related with the given broadcast. The 
sequence diagram is presented in Figure 8.

NextRadio facilitates customer engagement with the 
content through enhanced user interactions, such as book-
marking a song (Figure 9a), calling a phone number for a radio 
station (Figure 9b), saving a coupon from an advertisement 
(Figure 9c), finding advertised POI in the embedded naviga-
tion (Figure 9d), or requesting more information with an 
e-mail or SMS message. All actions work with a single button 
press or a voice trigger.

NextRadio also provides enhanced station discovery 
compare to the standard car radio HMI shown in Figure 10a. 
Figure 10b show the car interface that lists genres of the 
stations available at given GPS location. Selecting a given genre 

as shown in Figure 10c will open the list of the stations with 
currently played content shown in Figure 10d. Selecting a 
station will switch the radio tuner to this station.

This use case demonstrates the possibility and benefits of 
integrating the NextRadio app over SDL with the vehicle  
AM/FM RDS radio with its large antenna, powerful receiver 
and integration into the vehicle sound system. SmartDeviceLink 
also supports integration with the vehicle HMI that provides 
conceptual integrity between the vehicle and NextRadio. 
Through this integration it is possible to provide NextRadio 
features in a robust, high-quality vehicle environment.

This capability enables intelligent searching for broadcast 
content to find stations with specific content, for example: a 
regional hockey game; a list of stations within a particular 
genre or format such as local news; stations that play jazz, 
classical music, etc. The system can be further extended to 
include autonomous recommendations for station selection 
based on the current broadcast options, historical listening 
habits, and connection to the social networks. Additional 
advantages of using the hybrid system include using broadcast 

TABLE 3 SDL parameters for radio control.

Parameters Description
Frequency Integer The integral part of the 

frequency

Frequency Fraction The decimal part of the 
frequency

band AM/FM/XM

rdsData RDS Data received for the 
station (read only)

availableHDs Number of available HD 
channels (read only)

signalStrength Signal strength in percentage

signalChangeThreshold Threshold for “available” in 
percentage

radioEnable Radio is ON or OFF

 FIGURE 8  NextRadio station discovery sequence diagram.

 FIGURE 9  NextRadio interactive experiences.

 FIGURE 10  Standard car radio interface vs SDL integrated 
NextRadio interface.
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radio when streaming audio is not available and vice-versa, 
and using broadcast radio instead of streaming to reduce 
data usage.

The integration of hybrid radio can also provide signifi-
cant enterprise value. The ability to capture and analyze 
customer listening patterns can provide substantially more 
detailed analytics for the station programming and advertise-
ment positioning.

Mobility
As transportation moves away from personal car ownership 
and towards ride-sharing, vehicle and subsystems design will 
likely need to change. The user experience will be different, 
and user interaction models will also shift given that riders 
will no longer be in their own personal vehicles with their 
preferences already set and their personal belongings in place. 
The vehicles driven in may be unfamiliar to the rider as well, 
and travelers will be seated in the rear or the passenger seat. 
If traveling, they may not speak the local language, either to 
communicate with the driver to change settings or to read the 
lettering on the vehicle controls. In any event, setting personal 
preferences becomes a frequent, sometimes cumbersome, task 
on almost every trip.

In the mobility space, SDL enables these vehicle sub-
system controls to be extended to other passengers in the 
vehicle who may either be seated in the rear of the vehicle or 
otherwise unable to configure the climate in their zones. For 
vehicles with multiple zones, such as a larger family van or a 
shuttle bus, this can extend control of the individual zone 
climate to the passengers themselves.

Additionally, since SDL allows digital control of analog 
features, these controls can be initiated dynamically with a 
computer algorithm that remembers the rider’s preferences. 
For example, upon booking a ride, the vehicle can be pre-
conditioned to the rider’s preferences (set on a previous ride) 
given the current weather conditions and location as param-
eters. When the vehicle arrives, it will already be set to the 
rider’s preferences, inclusive of seat positioning, climate, and 
audio entertainment.

In theory, with SDL, even a remote coordinator could 
now adjust the vehicle settings. For example, in the case 
of a ride-sharing f leet, a traffic controller could remotely 
send pickup and destination routing instructions to the 
f leet directly to their navigation units. Vehicle data can 
also be remotely read and tracked in real-time in the 
same fashion.

Ride-Sharing
Using SDL, we prototyped a ride-sharing application to 
demonstrate this use case. Specifically, we created a pair of 
rider and driver mobile apps to simulate the typical user 

experience in booking a ride-share with any of the major 
ride-sharing providers in the market.

The layout and f low of these interactions is shown  
in Figure 11.

Essentially this exposes the vehicle sub-systems as APIs 
to the cloud to be controlled as a secure service. The driver 
app acts as a relay station between the vehicle and the rider 
app, which will control the vehicle’s subsystems.

The driver app is paired to the vehicle through Bluetooth 
to the head unit, as it typically is. The professional driver uses 
this to facilitate Bluetooth phone calls, music, and running 
their ride-sharing application to receive rides, run the map, 
and receive payments. When a driver is ready to embark and 
receive passengers, he/she marks as such in the app and then 
can receive requests for rides.

The rider app can be run on any phone with no prior 
connections to the vehicle. Through a cloud connection, the 
rider requests a ride and is specifically paired to a vehicle and 
a driver app. Once the rider is in the vehicle, the driver can 
start the ride and so lock out other riders from taking the 
vehicle. By doing so, this creates a secure connection between 
the two phones to coordinate the ride.

In a similar fashion, our driver app also listens for 
requests for rides from the rider app. However, in this case, 
our app also adds a layer to facilitate commands to SDL to 
programmatically control radio and climate control settings. 
These commands can be triggered from the rider app, which 
are then passed to the cloud. The driver app is listening for 
these commands from the cloud and relays them to SDL to 
control the vehicle. This is all done through the same secure 
pairing of the driver and rider apps already done with ride-
sharing applications today.

For our prototype, we used an Android driver application, 
both an iOS and a web-based rider app, and Google Firebase 
as the cloud service intermediary. While we only implemented 
climate and radio control, this is extensible to any other func-
tions in the vehicle, both for monitoring data as well as 
controlling the sub-systems.

 FIGURE 11  Ride-sharing flowchart.
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Automatic Audio Equalizer
Beyond this, we can also add a feature for ride-sharing to 
adjust the audio equalizer depending on the occupancy of the 
vehicle. To optimize the audio, most vehicles have the capa-
bility to adjust where the audio system focuses the sound. That 
is, like a home audio system, audio can be focused in the front, 
middle, or rear seats.

However, most car owners do not even know this feature 
exists, let alone take the time to adjust it. While it may seem 
a trivial setting, in the case of ride-sharing, it can be useful 
to focus the music towards either the driver or the passengers, 
particularly with our capability to let the passengers choose 
their own music. When using the translation app, of course, 
the sound system should focus toward the driver so they 
can hear.

Given these examples, there is a use case for setting focus 
in the audio system in ride-sharing (Figure 12). Using SDL, 
we can intelligently set this through the app itself whenever 
it is necessary. For example, when using the translation appli-
cation, the audio can be focused in the front on the driver. If 
the passenger requests control of the music, then the audio 
focus will target the rear where the passenger is seated. In all 
other cases, we will leave it at the discretion of the driver with 
the original settings on the vehicle.

Taking this a step further now, with SDL, we also can 
control the sound equalizer. This is also a setting that few 
know about or set themselves. With SDL, we can set this 
programmatically through our mobile app. With metadata 
about the song being played, whether through NextRadio, 
streaming radio service providers, or metadata on the local 
file itself, we can know the genre of the song currently being 
played. Together with genre-specific presets, the equalizer can 
dynamically be set from song to song. For example, if listening 
to music from a local library of favorite songs, the equalizer 
will set itself automatically to match the current song. This 
enhances the experience and is a seamless process that can 
actually be done invisibly to the user (Figure 13).

Auto High Beam
In luxury vehicles, there is a feature called auto high beam, 
which automatically toggles the high beam at night. Typically, 
the driver is supposed to turn off the high beam at night when 
there is oncoming traffic or vehicles nearby in front to avoid 
blinding the other drivers. However, when there are no 
vehicles in front, one can re-engage the high-beam. 
Sometimes this interaction may take place many times on a 
given stretch of road.

Auto high beam controls this toggling at speeds of over 
25 mph at night using a front-facing camera that detects lights 
from other vehicles or street lighting. When other vehicles are 
detected or speeds reduce below a threshold, it turns off the 
high beam. After a short while, it will re-engage the high beam.

On certain roads with short range line of sight due to curva-
ture or changes in altitude, the brief delay before re-engaging 
the high beam may be long enough to encounter another 
oncoming vehicle and thus irritate the other driver. Also in 
subdivisions, the feature may engage the high beam even when 
typically, drivers would switch it off. In these instances, drivers 
will have to manually disengage auto high beam to disable it.

With SDL, the GPS location of these areas where drivers 
are disabling this feature can be recorded and intelligently 
managed. With this crowdsourced information, the feature 
can be automatically disabled in those areas while enabled in 
other areas.

Summary
This paper summarizes the SmartDeviceLink platform and 
its capabilities as an Open Innovation Platform to bring novel 
Connected Car features and services. It is open source, so any 
automaker who wishes to adopt it as their system will be able 
to benefit from the work done by other contributors. For devel-
opers, features developed for SDL become portable across 
different vehicles which implement SDL.

We have presented several use cases for this technology, 
including intelligent climate control, enhanced hybrid radio, 
and mobility solutions. This is only intended to exhibit some 

 FIGURE 12  Audio settings for passenger zones.

 FIGURE 13  Dynamic equalizer flowchart.
©

 F
or

d 
M

ot
or

 C
om

pa
ny

©
 F

or
d 

M
ot

or
 C

om
pa

ny



50	 Yeung et al. / SAE Int. J. Passeng. Cars – Electron. Electr. Syst. / Volume 10, Issue 1 (May 2017)

possibilities. There are many other use cases, from dynami-
cally controlling the audio equalizer to the seats positions, 
heating or cooling, and even massage seats.

The addition of more connected sensors like the air 
quality sensors will enable the vehicle to gain more data and 
insight. With the popularity of wearable devices like the Apple 
Watch, data like the user’s real-time skin-temperature can be 
used to personalize climate settings using cloud services and 
machine learning algorithms. Besides learning from sensors, 
the user can also set preferences to guide the system. These 
can be implemented through neural networks. Neural 
networks have been shown to be an efficient and effective 
approach to implement non-linear models for personalized 
ambient experience such as climate control [10, 11].

Finally, as vehicles move towards autonomous driving, 
this type of system becomes a necessity to improve the daily 
user experience. The main differentiator in a rideshare will be 
the personalization of the trip, given that there will be no car 
ownership in the process. This provides an extensible open 
innovation platform to facilitate implementation of novel 
features in the areas of infotainment and passenger comfort 
systems in the vehicle.
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